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Identifying sinners with technology

'
Msgr _ Credit: USCCB/screenshot

“It is with sadness that I inform you that Msgr._res;igned

as General Secretary of the Conference,” Archbishop Jose Gomez wrote

In 2021, Jeffrey Burrill, an American Catholic priest and general
secretary of the American Bishops’ Conference, resigned from his
position in the church...
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A priest of the Diocese of La Crosse, Wisconsin, he began to work at
the bishops’ conference as associate general secretary in February
2016. In that capacity, the priest was charged with helping to
coordinate the U.S. bishops’ response to the Church’s 2018 sexual
abuse and coercion scandals.

an analysis of app data signals correlated to Burrill’s mobile
device shows the priest also visited gay bars and private residences

while using a location-based hookup app in numerous cities from
018 to 2020, even while traveling on assignment for the U.S

According to commercially available records of app signal data
obtained by The Pillar, a mobile device correlated to Burrill emitted
app data signals from the location-based hookup app Grindr on a
near-daily basis during parts of 2018, 2019, and 2020 — at both his
USCCB office and his USCCB-owned residence, as well as during
USCCB meetings and events in other cities.

Reason? Catholic media outlet The Pillar published information
that the priest violated the commandment of celibacy, as he
allegedly used gay apps on his phone and visited gay bars and
bathhouses.
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But how did the media actually get the information
with which it compromised the priest?

Well, this is where the story just begins...



RTB

RTB (Real-Time Bidding): an online advertising system
that enables the automated buying and selling of
advertising space in real time.

System enables precise targeting of advertising
campaigns, i. e. to direct ads to very precisely defined
groups of people, according to the desired
demographics, location, their behavioural data, etc.



RTB

The RTB system cateqorizes individuals on the basis of
various data, but roughly speaking, it is an extensive
collection of:

e demographic data (which includes gender, age,
education, occupation,...)

e information about family status,
e data about user behavior online (search history, clicks,

),
e individual purchasing habits,
e |ocation data (we always carry our phones with us!),

e data about the user’s devices (smartphone, tablet or
computer brand, operating system and web browser,

..)

e 3nd much more..!



RTB

Extensive user segmentation is then carried out in the
background based on the collected data.

The system classifies users into various cateqgories, such
as “Industry - Manufacturing - Aerospace and Defense”,
"Family member of an employee in the military”, “Civil
servant - elected official”, and of course also
"Television journalist” or “Cleric”.

Each of these cateqgories can then be further divided
into subcategories based on their interests, behavioural
patterns, demographic data, etc.



Volume of RTB data

RTB broadcasts per person, daily RTB broadcasts per country, daily (billions)
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What about privacy?

Advertisers claim data are anonymized, so it is
practically impossible to identify specific individuals
with them.

But “can a third party obtain private information about
specific individusals by buying online ads?"”

Researchers from the University of Washington has
shown, that for just 1000 USD they can monitor the
physical movements of a specific individual and the use
of sensitive mobile applications.

* Exploring ADINT: Using Ad Targeting for Surveillance on a Budget - or -
How Alice Can Buy Ads to Track Bob.



Advertising... or spyling?

The techniques of collecting advertising data resemble
spying because they involve surveillance-like
monitoring of users' activities across websites, apps,
and devices, often without users being fully aware of
the extent of data being gathered or how it's used.

Advertising and spying are connected through data
collection practices.

So... why not use advertising data for spying?



Ad-Int

OHAARETZ

Revealed: Israeli
Cyber Firms Have
Developed an
'Insane’ New
Spyware Tool. No
Defense Exists

A Haaretz investigation reveals that Israeli cyber
companies developed technology that exploits the
advertising system at the heart of the online economy to
monitor civilians, hack into their phones and computers,
and spy on them. This terrifying capability, against which
no defense currently exists, has already been sold to a
nondemocratic country
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Haaretz did not publish many technical details about
this in September, and their article went relatively
unnoticed by the public.

However, security experts at that time suspected, that
the Israelis were using advertising networks both:

e 3s 3 system for identifying targets, and,

e 3s 3 delivery system for delivering malicious software
to phones.
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Irish Council for Civil Liberties report (Europe’s hidden
security crisis, September 2023):

 Virtually anyone can get an access to RTB data.

« RTB data is exported without any limits to countries
such as China and Russia.

* Russian companies are, among other things, buying
from Google the profiles of Russian Internet users who
visit Russian opposition websites abroad. Probsably for

marketing purposes only.



Ad-Int

Private companies that are directly involved in
surveillance and intelligence can reqistering as an
advertiser (Demand Side Platforms), which enables
them to obtain advertising data directly from providers.

Rayzone is offering »mass collection of all internet
users in a8 country«.

Near Intelligence claims to have profile data on 152
million Europeans, including the identified location of
their home, workplace and places they visit frequent.

ISA, Israeli Security Academy & technologies,
developed Patternz, a tool that uses RTB data to profile
5 billion individuals, also targeting children of their
targets.



Patternz

Patternz
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Patternz
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Kompromat
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Kompromat

One of the important targets are clearly European
political decision-makers and employees in sensitive
jobs.

Example of RTB profiles:

e "Government - Intelligence And Couterterrorism”

e "Government - National Security and International”

e "Person being in procurement Aerospace and Defence sector”
e "People who work in the military”

e "People working in judiciary”

e "Decision makers for the Government” in France and Germany
 "Employees in the field of nuclear energy”

e "Decision makers in political organizations”

» "Military spouses and family”
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Profiling also includes psychological profiling.
Analytics tools are used to identify:

e people with financial problems,

e people with mental health problems or vulnerabilities,
 their sexual preferences,

 whether they have ever experienced sexual abuse in
the past.

This exposes European institutions and industry to
hacking, extortion and compromise, which in fact
undermines European security.



Kompromat

Kompromat is short for “compromising material” -
harmful information about someone that can be used
to create negative publicity or for blackmail.

“Disparaging information that can be collected,
stored, traded, or used strategically across al/
domains: political, electoral, legal, professionsl,
Judicial, media, and business”.

Kompromat does not necessarily target individuals or
groups, but rather collects information that could be
useful at a later time.

The word originates from the Russian language, came
into public use in Soviet times, and its exact origin is
from the jargon of the Soviet secret police from the

1930's.
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So... does global advertising system smells like Soviet
times to you?

And does abuse of RTB data by (Israeli) cyber
surveillance and espionage companies remember you to
Stalin, his secret police, purges and qulags?




JQuestions?

https://telefoncek.si/
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