Scam and other
frauds on the
lnternet
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Scam

A scam is a deceptive scheme or trick used to
cheat someone out of something, especially
money. Scam is also a verb meaning to cheat
someone in such a way.

noun: a8 confidence game or other fraudulent
scheme, especially for making a quick profit;
swindle.

verb (scammed, scamming): to cheat or
defroud (someone) with a scam.



Type of scams

* Attempts to gain your personal information

* Buying or selling

* Dating and romance

* Fake charities

* Investments

* Jobs & employment

* Threats & extortion

* Unexpected money (inheritance,...) and
winnings

* Pyramid schemes

* Government impersonation scams




Fraudulent online store #1

Story:

* User wanted to buy a small excavator and found
online store with very good (low) prices.
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Fraudulent online store #1

Story:

* Low prices were suspicious, so he decided for
some additional checks.

* He checked the existence of company and
obtained a business balance sheet containing
share capital, annual turnover, profit, number of
employees... =

* He also checked
company headquarters
on Google StreetView.




Fraudulent online store #1

Story:

* He also contacted company representative
through an e-mail. Communication has been
quick, professional and in good English.

* However, the company wanted that he pays to
their subsidiary’s bank account in Portugal "in
order to avoid some taxes”.

* He also wanted to check VIN number of the
machine, but received no answer.



Fraudulent online store #1

The analysis:

* Webserver has been located in Russia (nic.ru
network). Domain has also been registered in
Russia (by nic.ru).

* Searching also revealed that similar domain (rubel-
maquinaria.com) has been previously reqistered in
Malaysia. Perpetrators had also run another scam
store with construction machinery on domain budo-
maszyny.com (pretending to be store from Poland).
They were using the same web design template.
Both sites have been exposed and shut down.

* Today rubel-agrimaqg.com is not accessible anymore.



Fraudulent online store #2

A set of fraudulent stores in Slovenian
lanquage, advertised through spam mail,
offering cheap goods.

Various, but similar domain names:
si.2020discount.net, sisale2021.com,
si.cheapsales?2020.com, etc.
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Fraudulent online store #2

First warning sign:

*Very cheap products (“/f it is too good to be
true, it is very likely not true”).

Deeper analysis:
* |P address hidden behind Cloudflare.
* HTTPS is available (provided by Cloudflare).



Fraudulent online store #2

Deeper analysis

* HTML code comments in Chinese

Dejavnosti  #¥ Firefox spletni brskalnik ~ pon feb 8, 18:13:41

(=] Factory Outlet,Free Shipping O X [EEGHIERGEEEE EErlvrl R YA €] Google Translate X

C' Q # view-source:http://si.cheapsales2020.com/ e ﬁ & a ﬂj QY Jil € @ @ L) ° HH » =

<li><a href="/menu?name=Nike%205F%20AF%201%20M1d%2065">Nike SF AF 1 Mid GS</a></1li>
<liz<a href="/menu?name=A1r%20Jordan%2012%2065">Air Jordan 12 G5</a></li>

</ul>

</ul> </ul>

> 0P

<fdiv>
</div>
</nav>
</div>
-
<footer id="footerElement" class="container-fluid foot-wrap">
<!--FfBcontainer, FEAEATES -->
<div class="container">
<div class="row">
<div class="row-content col-1g-12 col-sm-12 col-xs-12">

<h4>POMOC</h4>

<ul>
<li><a "nofollow" href="/page?id=. aboutus >0 nas</a><lll>
<li><a nofollow"
<li»<a nofollow"

<li><a rel="nofollow" —p;yments >Nadini pladila</a></1li>
<li»<a rel="nofollow" hreff”/page?Ld:prlvacyggl;;y >Politika zasebnosti</a></li>
</ul>
</div>

<div class="row-content col-1g-12 col-sm-12 col-xs-12">
<h4>SPLETNA TRGOVINA</h4>

e EHIQLOIPOAL

<ul>
<li><a rel="nofollow" href="/ordertrack">Moja naro¢ila</a></li>
<li><a rel="nofollow" href="/page? DataTracking">Piskotki</a></1i>
q <li><a rel="nofollow" href="/page?id=contactus">Kontaktirajte nas</a></li>
</ul>
o </div>
</div>
<‘——/ row -->
“di" nnf':n“r
= <!-- MZEFFIR, APEFRARIEFont Awesome BRF HE- -> I I
[e ] center" style="margin-top: 20px;color:#878B91; >

</footer> <div style="display:none;">
<script type="text/javascript" src="https://js.users.51.1a/20808481.js"></script>
</div>
<style>

</style>

<script src=" Lﬁp;/scrollun[Jg/]querv scrollUp.min.js ></scr1pt>




Fraudulent online store #2

Deeper analysis

* JavaScript tracker code found...

pon feb 8, 18:26:01

Dejavnosti  #9 Firefox spletni brskalnik ~

=) Factory Outlet,Free Shipping O X [ EI/ERRPI G ESNUINE] Not Found

§ as.0°c
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& view-source:https://si.2020discount.net/

O

<h4>HELP & CONTACT</h4>
<ul>

£S5 ) <li><a page?id=aboutus">About US</a></li>
<li><a page?id=shippingreturn">Shipping & Return</a></li>
<li><a fag">FAQ</a></1i>
<li><a payments">Supported Payment</a></li>
<li><a href="/page?id=privacypalicy">Privacy Policy</a></li>
</ul>
</div>
<div class: w-content col-1g-12 col-sm-12 col-xs-12">

o
<h4>EASY ONLINE SHOPPING</h4>

<ul>

"nofollow" href="/ordertrack">0rder Track</a></1li>

nofollow" href="/page?id=DataTracking">Data Trackinge/a></li>
<li><a rel="nofollow" href: page?id=contactus">Contact US</a></li>

B ORI DOlA

</ul>
</div>
</div>
<!--/.row -->
</div>

</p>

hEQp&@AAJSausers.sl.la

</footer> <div style="display:none;">
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</style>
age.css">
<script sri "/apl/scrouupusuqﬁy scrolllp.min. js"></script>
= <script>
9 $(function () {
$.scrollUp({
# animation: 'fade',
scrolllmg: { active: true, type: 'background', src: '/api/scrollup/img/top.png’
b
12N
</script>
[ 3 </body>
</html>
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Fraudulent online store #2

Deeper analysis:

* ...leading to Chinese servers.

matej@cryptomania: ~

Datoteka Uredi Pogled Poiidi Terminal Pomog

matej@cryptomania:~$ ping -cl ia.5l.la
PING d2cb5ad7002c4066.huaweisafedns.com (183.131.207.66) 56(84) bytes of data.
64 bytes from 183.131.207.66 (183.131.207.66): icmp seq=1 ttl=48 time=282 ms

--- d2cb5ad7002c4066.huaweisafedns.com ping statistics --- huaweisafedns.com
1 packets transmitted, 1 received, 0% packet loss, time Oms .
rtt min/avg/max/mdev = 282.793/282.793/282.793/0.000 ms located on Swiss IP

matej@cryptomania:~$ ping -cl 51.1la address, domain registered
PING 51.1a (14.17.102.104) 56(84) bytes of data. ' .
by Alibaba Cloud Computing

--- 51.1a ping statistics --- 44
1 packets transmitted, 0 received, 100% packet loss, time Oms [Beljlng]

matej@cryptomania:~$ ~C
matej@cryptomania:~$ ping -cl uuid.users.51.la
PING uuid.users.51.la (14.17.102.107) 56(84) bytes of data.

64 bytes from 14.17.102.107 (14.17.102.107): icmp seq=1 ttl=47 t IP addresses 14.17.100 0/22

--- uuid.users.51.la ping statistics --- allocated to CT-FOSHAN-IDC

1 packets transmitted, 1 received, 0% packet loss, time Oms .
rtt min/avg/max/mdev = 232.272/232.272/232.272/0.000 ms CHINANET Guangdong province

matej@cryptomania:~$ network, CN



Fraudulent online store #2

Deeper analysis:

* Contact e-mail (email@customercarefor.com)
points to Russia (Yandex.net).

Dejavnosti  #) Firefox spletni brskalnik v pon feb 8, 18:15:15 R} 3 3 %% fas3c @ C T & W) Bnw~

contactus - si.2020discount.net X (-]

C @ oa 2020discount.net . .
matej@cryptomania: ~

e O

IOV i=Katalog izdelkov+ : : .
=DOMO Kailogizaaioy Datoteka Uredi Pogled Poii¢i Terminal Pomoé

matej@cryptomania:~$ dig MX customercarefor.com
#DOMOV | page

; <<>> DiG 9.11.3-1ubuntul.13-Ubuntu <<>> MX customercarefor.com

If you have any further question about your order or our service, please feel free to col E
please use the following Contact US form send emails to us, allreceived emails will bl 0] o= L o] o Ko ] F-HE i 1[0

ms block unfamiliar incoming emails) to avoid miss our respong

LA ;; Got answer:
:; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 24149
HELP & CONTACT ;; flags: gqr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: ©, ADDITIONAL: 1

About US

S -+ OPT PSEUDOSECTION:

e ; EDNS: version: @, flags:; udp: 65494
:; QUESTION SECTION:

S ORIV SrOHANE :customercarefor.com. IN
Order Track
Data Tracking

i U ;; ANSWER SECTION:
customercarefor.com. 21599 1IN 10 mx.yandex.net.

L
=]
8
()
N7
s

=
»
»®

)

@ %

;3 Query time: 144 msec

:: SERVER: 127.8.8.53#53(127.08.0.53)
;3 WHEN: Mon Feb 08 18:14:31 CET 2021
;3 MSG SIZE rcvd: 77

@ ® @ B

matej@cryptomania:~$ [J




Collecting personal data

Plot:

* Google Ads on Slovenian media websites
promoting interview with known Slovenian
journalists about her medical problems and
fake medicine which supposedly helped her.

* Fake interview visually looked like news
article on popular news website.

* Linquistically correct (much better than
Google translate).



Collecting personal data

Plot:

* Contained mostly
positive (but also
some negativel!)
comments from
fake users with
pictures and
Slovenian sounding
names.




Collecting personal data

Analysis:

* Fake website hosted on Github Pages.

* Visitors were invited to reqister for free

medicine.

* Input for has been
collecting personal
data, but no credit
cards data.

* Input form hosted on
Russian webserver.

e

c @

POZOR!

Nacionalni program

Izpolnite ol mejene!
Obrazec za registracijo

CENA 39 EUR

promocijski
m embalaZa na zalogi!

| o

* cena na porcijo




Collecting personal data

Analysis:

* Filename in Russian langquage (“fico.ico -
kKonuna.bmp”) has been found on a fake

WebSIte - G @ github.com 110%

* Comments In

[% fceddfa7bd35f89bela7f531f87f8eca.p... Add files via upload
HTML code in ) ficobmp Add files via upload
QU SS | a n 3 fico.ico Add files via upload
a n g Uag e (3 fico.ico - konua.bmp Add files via upload
() fico.ico.omp Add files via upload
nave been
[§ ficol.ico Add files via upload
found.
[Y hitgif Add files via upload



Collecting personal data

Analysis:

* Contact information (e-mail, mobile phone)
of person who registered scamer’s domain
has been found and pointed to Russian
citizen living in Moscow.

* This person was thanking the translators on
kwork.ru website for quick and accurate
translations to various lanquages of eastern
Europe (this explains the language quality).



Collecting personal data

Analysis:

* Similar scams were found targeting audience
in Poland and Czech Republic (in fake
interview are appearing their local celebrities,
website is in their local lanquage,...).

* Similar fake articles are still appearing
through Google Ads...



Targeted attack through Facebook

Story:
* User posted a picture on his Facebook profile.

* Few days after that (on February 8", 2021), user
receives an e-mail notifying him that he conducted
copyright infringement and needs to respond.

* E-mail message contained (a legitimate) link to
Facebook.

* However, link has been pointing to Facebook Notes,
which is created by users (but on a Facebook
domain).



Targeted attack through Facebook

What happened:

* Facebook Notes page contained “appeal” link,
which pointed to bit.ly URL shortener...

Dejavnosti  #) Firefox spletni brskalnik ¥ pon feb 8, 18:29:01 3 D % &) fas7c @ ( T & 1) BeT%~
) Factory Outlet,Free shipping 0 X | https://si.2020discount.net/ X | NotFound X O Facebook (]
h [N [loNN"Y facebook.com, Facebook il | ==« & > ¥ z a D « *‘ e © % 0 i » =
B [o]
NO - ~ & O = @w: + 0 8 -
L]
Appeal Form About Copyright's
B
® @ ' '
®
$ Report : 24185773
S
B Rights Owner: Universal Publishing Group
L SR
% Address: 3425 State Street 645 , Missouri, MO, USA.
Q s
Copyrighted Work: Ads , Content

%
] If you think this is a mistake we provided you an appeal form below:
2\ I https://www.facebook.com/appeal/content/adso53/ I
9 \ ) .
o e: If we do not receive an appeal within 24 hours from your account we have to respect

e decision’s mentioned above!
®
[ 4 Thank you for your cooperation.

§ https://l.Facebook.com/L.php?u=https://bit.ly/3cGGFi



Targeted attack through Facebook

What happened:

* ...bit.ly URL shortener redirected to scammer’s
domain registered in USA (on 3™ February 2021)

bt / I
FACEBOOK for Business
Appeal a Page Policy Violation
If you believe your Page is going to be unpublished by mistake, please enter the following
information. By entering the following information we will review your page again.

Login email address or mobile phone number

uuuuuuuuuuuu

Additional info



Targeted attack through Facebook

What happened:

.. after user submitted his appeal, user was
asked to “login” to Facebook again and his

credentials were stolen.
B I https://21 23.com/appeal/login.php
facebook
Log Into Facebook
G

----------

Forgot account?




Calendar spam

GMail can automatically add events from Gmail
to calendar...

To sporoéilo vsebuje povabilo na dogodek. v Sprejmi |v|| ? Neodloéeno v| X

Od fiacredepreville@gmail.com t¥ % Odgovori | # Posreduj | & Arhiviraj| & Nezeleno

Zadeva Invitation: Ponudba posojila med posamezniki @ Sat Feb 13, 2021 19:00 - 20:00 (CET) (D

2 Men QD #

fiacredepreville@gmail.com vas je povabil(a) na Ponudba posojila med posamezniki
Naziv: Ponudba posojila med posamezniki
Kdaj: sobota, 13. februar 2021 19:00 - 20:00

Organizator: & fiacredepreville@gmail.com <fiagissaiia = :
Opis: zdravo 1 opomnik

Osebna posojila vam dajemo nave | —— A , vendar je
bila njihova datoteka na banki zavi ﬁ Ponudba En'?njlla med
] posamezniki Dremes - v
Ce isCete posojilo med posameznik SDbDI:E, 13. fFebruar 2021 19:00 -
Na voljo smo zadovoljiti nage stran 20:00 Izklopi
Za vel informacij nas kontaktirajte M
Hvala vam
- Dremez vseh -v Izklopi vse
prisrcno . I )

Please do not edit this section of the description.

This event has a video call.
Join: https://meet.google.com/rvo-vkne-ayt

View vour event at httns://calendar.aooale.com/calendar/event?action=VIEW&



Calendar spam

In Google Calendar settings uncheck
“Automatically add events from Gmail to my

calendar” .

In Gmail settings turn off “Smart features and

personalization” .

&« c 0o © | @ https//calendar.google.com/calendar/u/ofr/settings <+ vl o¥

Hide events created by Gmail

You'll no longer see events automatically
created from your email, including previously
added events

To stop Gmail from creating these events,
you must also turn off Smart features and
ization in Gmail i

Cancel OK

M F e

Allow smart features in Gmail, Chat, and Meet
to use your data

Get the most out of Gmail, Chat, and Meet with smart features and
personalization based on your content and how you use these
products.

() Continue with smart features
Gmail will continue to offer you:
» Automatic email filtering/categorization (Primary/Social/Promotions)
» Smart Compose (suggested text) in email
« Smart Reply (suggested quick replies) in email
= Summary cards above emails (travel, package tracking, and more)
» Extracting event details to create calendar entries

(®  Turn off smart features

This will disable or degrade the performance of the features above and
more. You can turn this back on in Gmail Settings. Learn more

Tof2 Next




Protection

* Be alert to the fact that scams exist.

* Know who you're dealing with.

* Do not open suspicious links or attachments in emails.
* Be careful when shopping online.

* Before making a payment or entering your passwords, always check that
you are on a secure website and that website has the correct address.

* Don't respond to messages or phone calls asking for remote access to
your computer.

* Don’t respond to text messages or missed calls that come from numbers
you do not recognise.

* Keep your personal details (including bank account info) secure.

* Keep your mobile devices and computers secure.

* Review and keep strict privacy and security settings on social media.
* Beware of any requests for your details or money.

If an offer looks too good to be true, it probably is not true.



Protection

= 82%) 00
Windows Security _ o % © T .l ] 00:23

My apps & games Q

= SeCurity ata g‘ance UPDATES  INSTALLED  LIBRARY

I i Home
O Virus & threat protection

R Account protection

3 App & browser control
Device security

Device performance & health

) D

Family options

) Firewall & network protection O

Virus & threat protection
Getting protection info...

App & browser control
No action needed.

@ Settings r&

See what's happening with the security and health of your device
and take any actions needed.

o

Account protection
No action needed.

5

Device security
View status and manage

hardware security features

«8

Firewall & network
protection
No action needed.

<

Device performance &
health
No action needed.

Updates available (6)
Auto-update is turned off

Shazam
8.3 MB - Updated 2 wk. ago v

Spotlight: Room Escape
6.1MB * Updated 4 wk. ago v

bVNC: Secure VNC Viewer
8.1 MB - Updated 11 wk. ago v

2 R

Album
7.8 MB - Updated 12 wk. ago v

SCANN3D
19 MB - Updated 17 wk. ago Vv

Xash3D FWGS
8.7 MB ¥

® @ O

- Settings

& Home

Find a setting i I

Update & security
I o Windows Update

%  Windows Defender

=

Backup

Troubleshoot

0 %

Recovery

@ Activation

A Find My Device
i} For developers

By Windows Insider Program

Windows Update

Update status

@ Your device is up to date. Last checked: Today, 7:59 AM

Check for updates

Update history

Update settings

We'll automatically download and install updates, except on metered
connections (where charges may apply). In that case, we'll automatically
download only those updates required to keep Windows running
smoothly.

Change active hours

Restart aptions

Advanced options

Looking for info on the latest updates?

Learn more

Control Fanel Home

Allow Bn pp of leature

through Windows Finewall
W Change notification settings

& Tum Windows Firewall on or
off

$ Restore defaults
W Advanced settings

Troubleshoot my network

Security and Maintenance

Network and Sharing Certer

- - v * * Controd Paned * All Control Panel ltems * Windows Firewall

- O

Help protect your PC with Windows Firewall

‘Windows Firewall can help prevent hackers or malicious softwane from gaining access 1o your PC through the

Intemiet of a network.

. 9 Private networks

Connected

Metworis at home or work where you know and frust the peaple and devices on the network

Windows Firewall state:

Incoming connections:

Active private networks:

Rotficatson state:

. 0 Guest or public networks

On

Block all connections to apps that ane not on the list
of allowed apps
!' Broadband Connection

Motify me when Windows Firewall blocks a new agp

Connected

Networks in public places such as ainports or coffee shops

Windows Firewall state:

IO CONMECTonS:

Active public networks:

hotification state:

On

Block all connections 1o 3pes that afe not on the st
of allowed apps

= Unidentified network

Motify me when Windows Firewall biocks a new app

UPDATE ALL




Protection

Some other protection techniques:

* choose good passwords and do not recycle them;

* use 2FA or multifactor authentication wherever
possible;

* reqularly update all your software on all your devices;

* enable firewall;

* use antivirus, tracking and spyware removing
technology, block telemetry;

* backup;

* install only apps you need;

* Uuse encryption wherever possible;

* physical security.



Protection

Develop “security culture”;, be alerted and use
common sense. ;-)
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Partnership 4.01.2118:47

Mene <matej.kovacic@telefoncek.si> W
Hello,

My name is Reem E. Al-Hashimi,| am writing to you to stand as my partner to receive my share of gratification from foreign
companies whom | helped during the bidding exercise towards the Dubai World Expo 2020 Committee.

Am a women and serving as a Minister, there is a limit to my personal income and investment level and For this reason, | cannot
receive such a huge sum back to my country or my personal account, so an agreement was reached with the foreign companies to
direct the gratifications to an open beneficiary account with a financial institution where it will be possible for me to instruct further
transfer of the fund to a third party account for investment purpose which is the reason i contacted you to receive the fund as my
partner for investment in your country.

The amount is valued at Eu 47,745,000.00 with a financial institution waiting my instruction for further transfer to a destination
account as soon as | have your information indicating interest to receive and invest the fund, | will compensate you with 30% of the
total amount and you will also get benefit from the investment.

If you can handle the fund in a good investment. reply on this email only: reem.alhashimi@kakao.com

Regards,
Ms. Reem

Untitled form

Fill out form

3) | can send contact mail, no harm in that.
b) "30% of the compensation” looks too good to be true.
c) Let’s open the link in »incognito modex.
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Research e Dr Maria SMOTRYTSKA: IFIMES for the Global Greening Economy (A Brief Impact Study)

(@ Oznaka: Junk Email (30 dni) Poteée: Sre 10. 03, 2021 22:08

IFIMES International Institute <ifimes@ifimes.org>
™ | < -
o Pon 8 02, 2021 22:08 D9 9 3

Za

View this email in your browser

Spedial consultative status with the Economic and Sedal Council ECOSOC/UN since 2018
STUDDE

INSTITUT ZA ™
INTERNATIONAL INSTITUTE FOR MIDOLE-EAST AND BALKAN STUDIES
—— el L e e— v

International Institute for Middle East and Balkan Studies (IFIMES)[1] from
Ljubljana, Slovenia, regularly analyses developments in the Middle East,
Balkans and around the world. Dr Maria Smotrytska is a senior research
sinologist, specialized in the investment policy of China. In her comprehensive
analysis entitied “IFIMES for the Global Greening Economy (A Brief Impact
Study)” she emphasizes the importance of the largest land mass of the globe -
Eurasia and transport logistics through it and analyzes three possible ways of
developing Eurasian transshipment lines in accordance with green standards.

3) Looks suspicious, it must be a scam.
b) It is just an ordinary spam.
c) | subscribed to this mailing list, so it is legitimate mail.



Questions for the audience

Hans of Guardian-ir % Odgovori || & Odgovoriseznamu |v| -+ Posreduj || W Izbrisi | Veé v
[guardian-dev] Important Alert 28.01.21 16:51
Guardian Dev

You have received an important message.

Due to new covid19 security rules, you are required to update your account with further information.

follow this link to begin Click Here To Begin

Thank you.

List info: https://lists.mayfirst.org/mailman/listinfo/guardian-dev
To unsubscribe, email: guardian-dev-unsubscribe@lists.mayfirst.org

3) It is sent by a person | know, so it must be true.
b) The whole message smells like a scam.

c) Let’s click on the link to see what security updates are
required.
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Hello!

| am a hacker who has access to your operating system. | also have full access to your account.
I've been watching you for a few months now.

The fact is that you were infected with malware through an adult site that you visited.

If you are not familiar with this, | will explain.

Trojan Virus gives me full access and control over a computer or other device. This means that | can
see everything on your screen, turn on the camera and microphone, but you do not know about it.

| also have access to all your contacts and all your correspondence.

| made a video showing how you masturbate on the left half of the screen, and in the right half you
see the video that you watched. With one click of the mouse, | can send this video to all your emails
and contacts on social networks.

if you want to prevent this, transfer the amount of $950(USD) to my bitcoin address.
My bitcoin address (BTC Wallet) is: ...

3) OMG, | am so embarrassed | was watching that porn yesterday.

b) Well, in fact / have been watching porn, but | don’t have a
camera on my computer, so how did they got me?

c) Nah, | will not pay, it is a scam.



Questions for the audience

e GREATER MANCHESTER
J&> YOUR PTN: 45UCZFQ48
7 P

Notice of Intended Prosecution (NIP)

In accordance with Section 1 of the Road Traffic Offenders Act 1988. we hereby inform you that it is
mandatory to take proceedings against the driver of motor vehicle. This email is the part of GMP
Notification Service.

Details of the Violation

= Fixed Speed Camera Number: 29YYR74

= Time & Date: at 12:45 on 07/12/2016

= Violation Location: A5067 Talbot Road, near jet Warwick Road, Trafford
= Offence: EXCEED 25 MPH SPEED LIMIT

= Your Vehicle Speed: 89

We have photographic proof that the driver of motor vehicle failed to adhere with a speed limit

at the date, time and location.

In your own case the notice was served on the keeper of the vehicle as registered with the DVLA
and your details have thereafter been supplied to us as being the driver at the moment. The
registered owner, driver or legal representative may examine the photographic evidence now or

later by appointment.
Check Fixed Speed Device Photo

Whether you agree with the NIP or not you have to complete the section 172 notice declaring who
was driving the car at the time of the offence within 28 days. The NIP with the section 172 notice
were sent to your mailing address.

a) Wow, police is now sending fines by e-mail, they got digital!

b) | am driving fast occasionally, but this is not official
notification.

c) OMG, | am living in a police state, they are watching me
everywhere and they do have my email address!



Matej Kovacic

Institute of Forensics of Information Technologies,
http://www.ifit.si

FiT

Personal blog:
https://telefoncek.si
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