Varnost
1nformacijskih
sistemoV




Varnost ni izdelek

Varnost ni izdelek oziroma nekaj, kar lahko
kupimo, namestimo in pozabimo, pacC pa gre
Z3d proces.

Varnostno kulturo je treba razvijati in qojiti
neprestano.

Informacijska varnost in varnost v prometu: ni
dovolj samo dober avto in opravljen izpit,
Zznanje o varnosti je potrebno obnavljati in
uporabljati neprestano.



Napadli na informacijske sisteme...

...in ljudi!

Napadi, ki zahtevajo fizi¢ni dostop do sistemsa.

Omrezni napadi (napadi na komunikacije ter
napadi na »virtualni prostor«).

Zbiranje razli¢nih (javno objavljenih) informacij
na internetu.

Posredni napadi - napadi na uporabnika
(socialni inZeniring, prevare).



Kiberkriminal

Vcasih:

* raziskovanje,

* radovednost,

* samodokazovanje,
* zabava,

* vandalizem, ...




Kiberkriminal

Payment for private key

Choose a convenient payment method and click «Next»:

n | [B'rtcnin (most cheap option)
]
bitcoin
[]
. Bitcoin is a cryptocurrency where the creation and transfer of bitcoins is based on an
open-source cryptographic protocol that is independent of any central autherity.
. Bitcoins can be transferred through a computer or smartphone without an intermediate

financial institution.

You have to send 2 BTC to Bitcoin address
and specify the Transaction ID on the

Private key will be destroyed on next page, which will be verified and confirmed.
10/13/2013 e
1:21 PM Getting started with Bitcoin
Time left
B _ i, 71:33:17
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6 o |t":-‘--' http://klikforum.compviewtopic php?t=77¢ v La |V |

~Sifrirno-izsiljevalski virus Cryptolocker.

Tape mode | Articles | KLI
KLIK Forum Forum Index

Information

Spletna stran “podjetja”.

Zabava 95 zaposlenih v ruskem podjetju
Klik tearn v Crni gori, februar 2008.



»Eticno hekanje«

Informacijski sistemi kot organizmi z imunskimi
sistemi.

Odkrivanje varnostnih ranljivosti ima za
posledico njihovo odpravo ter povisano
varnostno kulturo uporabnikov.

Eticno hekanje krepi »imunski sistem«
interneta in zmanjsuje verjetnost, da bi nekoc
prislo do katastrofalnega napada.



Fizicénli dostop do sistema

Nepooblasceni dostop do podatkov.

Podtikanje prikritih mehanizmov za oddaljeni
dostop ali krajo Sifriranih podatkov (npr.
programske aplikacije ali strojni dodatki).

Zavrzene racunalniske komponente, ki vsebujejo
nosilce podatkov (trdi diski, tiskalniki, mobilni
telefoni,...).

Namescanje aplikacij z »dvojno funkcijox.

Priklapljanje neznanih naprav na sistem (najdeni
USB kljucki, »polnjenje« mobilnih telefonov,...)

Vecuporabniska okolja (eskalacija privilegijev).



Navarni USB kljucki

BadUSB z Wi-Fi podporo.

Upravljanje preko Wi-Fi.



Podtikanje prikritih mehanizmov

D6E6F 7000 - Lo VaeR = I 3.75_2009-04.16 EBIOS Copyright (C> 1994-2009 H. Peter Anvin et al
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to do today: Run [Elvil Maid. [51hell. [Rleboot

fremounting Amot tick rw
TrueCrypt EvilM patcher wo. 1

ader detected
Com
Loader memory size:
Decompressing the boot
Decompression
Decom ressed loader p
is already 1
PatchﬂskPassuord() fai
Password is
aving origina ct in smatrsstickrssect
fremount ing /mnt/s/stick ro. ..
one; you can reboot safely

hat do you want to do today: Run [EJvil HMaid, [Slhell. [Rleboot

Image Credit: DigitalGlobe - ISIS
Image Date: 24 October 2007

Strojni prestrezniki tipkanja. .ostanki sirskega Jédrskega
reaktorja al-Kibar.




Posledice...

Login: Eoil  Messsagsr ¥ Help

" : gich
- ‘ Meszages Ad

d Profile’  Friends

| ALERT! I

Hi: | krowe swee haven't talked befare: This iz your competer. Since | see
everythingin yaur roam, | thought 'd throw you & few: pointers. First, put-on
& shitt. PLEASE. Second, you've dot & riice girl Iving there on your bed and
youl'te siting thers looking like & goon on thé-bomp_utér:.:il:um'ew:un. Can't be
gy

[ 5tutus>| I'tm &wailable
S AE
| Search ¥ ahoo! ] A E|_! 7
= S F




Ranljivi niso samo racunalniki...

® ZJ0MEIES

He :

1 ?, ?
R
it 2 5 K
*F* .’Q*.

iy 47.68. @8 18142




Ranljivi niso samo racunalniki...

43 Programi Mesta Sistem e P
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2> - &> | (8| http://10.254.60.43/index.html _eE % @~ | unauthenticated
[@] Tenovis WebTerminal i v
I—\Vl-\y»'-\ -
| wn call number: 5711 ' matej@cryptopia: ~
. MAC address: 00-04-0d5-09-65 Datoteka Uredi Pogled Pois¢i Terminal Pomocd
WebhTerminal o . - o84 ..
Application file: T112 Sp3.bin matej@cryptopia:~$ nmap 10.254.60.43
Boot- file: T100 i ] .
Yersion: Tunnel SPICE 155 F Starting Nmap 5.21 ( http://mnmap.org ) at 2618-11-

Nmap scan report for 18.254.60.43
PIN: ek Host is up (B.8014s latency).
| STRApN SR Not shown: 999 filtered ports
Status Connected PORT  STATE SERVICE
| Status: Data Uk 20 /tcp open http
Abhort | Status: Data unc

Nmap done: 1 IP address (1 host up) scanned in 5.4

WolP Manager active: Configuration access limited! RN TCIa aR R Rs S EEE |

goahead

WEBSERVER

Applet started. & Retrieving your IP address....  Anonimizacija izkljuéena

3 root@cryptopi... [ matej@cryptop... &) Tenovis WebTer... " [lzvorna kodast... T: T3IP WebTermi... ﬁ

Napad na VOIP telefon.
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Napadi na RFID potne liste. Napadi na SCADA sisteme.



Ranljivi niso samo racunalniki...

File  Yiew Windows
d &
=7 Modes | ] | 0E LegWindew osl Dermc = =2 ]
o ECM = Dhisplay Level: | WARNING x| R TR
1 IK u._j Done receiving DTCE: froam 44 &
£ TN Done receivwing OTCs from 4% =
+ EBCM Done receiving DTCs from 47 Femote Stad Engine | | Cancel Remote: Start
B Dane rec DTCs from 51
£ BCM Done g OTCs from 53
L Spead Dane rac DTCs from 4d Sef Destruct Kl Lights
5 Radio Done receiving DTCs from 58
o TOM Ciivar Infomation Cenber E
Diag. CAN ID: 42 |- —
Elog. 10: =0 By Packet Summary | £l
DTCs - o g Displary Mg Cancel Msg |
1o | soncaniDs [
ALL MODES Adpst Spesdometer s
0238.007200 0009 ms 00C1 HS § i
Claar DTCe Dhzabde OTCs
0238.097500 0008 ms 00C5 HSSTD 30 00 00 00 30 O
Refresh nfo Febum to Nomal
Disabi Co Enble Ci 0238.085300 0012 ms 00Co HSSTD 00 00 00 OF 00 4
Reques Seed Send 5P Key 0238.098800 0010 ms 00F1 HSSTD 1C 00 00 40
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Napadi na avtomobile.
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DANGER !
L ROT USE WHILE CONTROLLER I35
BEING USED FOR TRAFFIC COMNTROL
OR SERIOUS DAMAGE, THIURY OR
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DEATH MAY OCCUR 111 -
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|1T..'Flr-!
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WAarmAim I L LY
Warning! [\ —Regetat=i
shutting off controller wiile running | Tom o

the flash memory test may corrupt files,
or other data on the flash drive

¥ DAT Hoin Menu 3ok
1) Processor
) Front Panel

LM s ek Bl

) Sync Por

5y Hodem Tests

y UEility Functions

) Fumn Continuous

) Lont igure Standard Tests
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foto: Dan Tentler.



Prestrezanje komunlikacilj

@ ip.pcap - Wireshark EER
File Edit Wiew Go Capture Analyze Statistics Help
J_'l - =) =1 ), —-_ I = = "
B W o GroeckR e-FyFe el dEE
—c _ PR | s
E]Ellter: |5|p v || dp Expression... || 4 Poéisti || ¢ Uporabi
Mo, . Time Source Destination Protocal | Info =
69 14.865457 153. = 212.1 SIP/XML Request: PUBLISH Sip: 1@212.1
72 16.867222 153.5 212.1 SIP/ XML gt ol Rl Sl A 1
| 82 23.453253 153. 5 212.1 SIP/SDP Reguest: INVITE sip:015805373@212.1 , with
83 23.4613B5 212.1 1=23. 5 SIP atus: rying
84 23. 466803 212.1 153.5 SIP Status: 401 Unauthorized
85 23.473217 153.= 212.1 SIP Reguest: ACK Sip:0158353?3@212.1
86 23.530435 153. = 212.1 SIP/SDP  Reguest: INVITE Sip:9158953?3@212.1 with
87 23.535845 212.1 133.5 SIP i nEaTaE- ,' &
89 24,572367 212.1 153.5 SIP Status: 180 Ringing
92 25.651003 153.5 212.1 SIP Reguest: CANCEL Sip:9158053?3@212.1
93 25.760161 212.1 153.5 SIP H J R,
94 25.769395 212.1 153.5 SIP Status: 487 Reguest Cancelled
a7 25.985041 153.= 212.1 SIP Reguest: ACK Sip:0158353?3@212.11
E! :];!!. VoIP = RTP P, E@
I Frame 82 (1219 bytes on wire, 1219 bytes captured
b Ethermet II, Src: 4—%——4‘—”‘
I Internet Protocol, Src: {
P User Datagram Protocol, Src Port: sip (S080), Dst - - pa - A - = x
[* Session Initiation Protocol >
From to Duration;11,76 Drop by Jitter Buff:0{0,0%) Out of Seq: 0(0,0%)
0000 00 18 73 a3 4e 48 00 15 af e5 25 c8 028 00 45
0ol 04 bs 00 00 40 00 40 11 Sf 95 99 05 85 Sh d4
0020 ed4 34 12 c4 13 cd4 04 a1l de c4 49 4e 56 49 54
0030
0040 5 15 18 7 8 0 20 2
»
0050 From to Duration:12,04 Drop by Jitter Buff:0(0,0%) Out of Seq: 1(0,2%)
DDBED 20 32 38 20 4d 61 79 20 32 20 30 39 20 31 32
OO70 32 36 33 35 31 20 47 4d 54 0d 0a 43 53 65 71
DODB0 20 31 20 43 de 56 49 54 45 0d 03 556 62 61 33 Jitter buffer [ms] |50 T Decode ZBP“
File: "fmedia/MATE|/sip.pcap" 31 KB 00:00:32 Packe)




Prestrezanje komunlikacilj

' Me morem preveriti identitete strani posta.owca.info kot strani, ki ji zaupam.
T Mozni razlogi za to napako:
- Vas brskalnik ne prepozna uradne osebe za centifikate (CA), ki je izdala certifikat tej
strani
- Certifikat te strani ni popoln zaradi nepravilnih nastavitvev streznika
- Povezani ste s stranjo, ki se pretvarja, da je posta.owca.info, morda zato, da bi si
pridobila vase zaupne podatke.
Prosim, obvestite vzdrzevalca strani o tem problemu.
Preden sprejmete ta certifikat, ga morate podrobno pregledati. Ste pripravljeni sprejeti
ta certifikat v namene identifikacije spletne strani posta.owca.info?
Preveri certifikat ...

Ta certifikat sprejmi za vedno
® Ta certifikat sprejmi zacasno, le za to sejo

Tega certifikata ne sprejmi in se ne poveii s to spletno stranjo

- ........ Ao

Previdno pri sprejemanju neznanih digitalnih potrdil!



Wifi omrezja?

all A181 = 19:46 66 % )

5 192.168.4.1/attack.html E] -

APs Stations Attacks Settings

Attacks

Selected AP(s): cLone

L
Selected Station(s):

o FF:FF:FF:FF:FF:FF - BROADCAST

Attack Status Start/Stop

Deauth
Beacon

Probe-Request = OmreZja Wi-Fi
O 2

Izbor om

Strontium

ENABLE RANDOM
Thorium

You may loose connection when starting the
attack.

« e O

Thorium

Fluorine

Helium

Hydrogen

Magnesium

Oxygen

Preklici
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@ ni-lj.si - Iskanje Google - Mozilla Firefox
Datoteka Urejanje Pogled Zgodovina Zaznamki Orodja Pomoé

= v 6 T | *8 | httpypwww.google sijsearch?hl=sl&client=firefox-a&rls=com.ubuntu%3Asks3AU v ‘a |
Splet Slike Skupine Spletnidnevniki Imenik Gmail ved v

Googl

Splet

xLs1i0cene

Oblika datoteke: Mi
Ocene dne 22.4.200
10 tock, Preizkugnjs
S

xLs) Ocene redni
Ohblika datoteke: Mi
Ocene redni_EJS_1
periodika, seminar,

G

s OCENE

Ohblika datoteke: Mi
2, STUDENT ID, so
40 to&k, SKUPAJ, 0

O 0

xLs) Sheet

Ohblika datoteke: Mi
6, 19440552, 100. 7
19454945 20121
S

Podobne strani

xLs) Sheet

Ohlika datoteke: Mi
4,10.11. &, 1939850
19453361, 11, 19454
O o

Podobne strani

xLs) Sheet
Oblika datoteke: Mi
8, 19452140, 50. 9,

19455168, 100. 14,
Fou

obne strani

Napredno iskanje
Nastavitve

C |

15Ci po: "® celotnem spletu

JE—MJMWMWU 37 zd

| Iskanje

straneh v drZavi Slovenija

Datoteka Uredi Pogled Wstavi Oblika Orodja Podatki Okno Pomoc
FEC_ | ABC @J% LI_n' ’j

A B | c | D | E | m [ w | o P [+

1 TRZENJE V TRGOVINI NA DROBNO
Letnisemester 2008
Ocene dne 22.4.2008 [:?
analiza analiza
2 gostal M gosta2 ¥ Preizkusnja
Vpis st 10 tock 10 tock 30 tock
3 19326554 135
4 19398834 5 165
3 19401312 75 3 255
6 19401331 6 7 255
7 19401473 75 10 255
8 19401808
g 19402548 8 3 2
10 19404113
11 19405597 g 8 21
12 19405630 5 225
13 19405760 g 8 15
e Ocene 08/ PODPISI /_Seznam studentov 2 1< » |v
Delovni list 1 / 3 | PageStyle_Ocene 08 STA Wsota=0
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. om= e — - [T p— w - oww = = - - - B T — O — — = FEN -

JRI=IE acobe Acrobat | =

File Edit Wiew Insert Format Tools Table Window  Help Type a question for help » X E File Edit Document Tools  Wiew  Window  Help _|5’|5|

B[4 4 » M|[e | 1A
[ &-[E-8|B-7 & 3L

DEHRIAIYE B 9-@05 -l Biw- EEGHSE®-HME-
Elﬁ"'1:"2'!'3":4"'5.'"5"'?"'3"'9"'10" 1z (RECR 5@”125% ’@|D@|B1'
HY WHET-

IS5 IS RN kX 1151

UNCLASSIFIED

I. BACKGROUND

AL (U) Administrative Matters

1. (1) Appoimnting Authority

(N T was appointed by LTS John R Vines, Commander, Multi-National Corps-Irag
(MMNC-I) on 8 March 2005 to investigate, per .5, Army Regulation 15-6 (Annex 1B), all
the facts and circumstances surrounding the mcident at a Traffic Control Point {TCF) 1n
Baghdad, Iraq on 4 March 2005 that resulted in the death of Mr. Nicola Calipari and the
wounding of Mz, Giuliana Sgrena and M. Andrea Carpani Lieutenant Colonel Richard
Thelin, USMC was appointed as my legal advisor for this mvestigation. I was directed to
o thoroughly review (1) the actions of the Soldiers manning the TCF, (2) the traming of the
N Soldiers manning the TCP, (1) TCP procedures, (4) the local security situation, (5) enegly
= tactics, techniques, and procedures (TTPs), (6) the Rules of Engagement (ROE)

- emploved during the imncident, and (7) any coordination effected with the Soldiers at/

~ TCP of theit higher levels of command on the transport of Ms. Sgrena from Baghd4

- Baghdad International Aiwrport (BIAP). (Atnex 14)

o (1) The appomting letter {Annex 1A refers to the location of the incident as being a

- Traffic Control Point (TCF). As will be further explained in this report, the Soldiers

- inwolved were actually manning a former Traffic Control Point, but executing a blocking
- migzion, This mission took place at a southbound on-ramp from Route Vernon (also

5 lnown as Route Force on MNF-I graphics) onto westbound Route Irish, the road to

- BIAP. The mtersection of these two routes has been designated as Checkpoint 541, For
o purposes of this report, the posttion will be referred to as Blocking Position 541 (BP

T s,

o 2. (11 Brief Description of the Incident

(1N On the evening of 4 March 2005, personnel of & Company of 1-69 Infantry
{attached to Zd Brigade Combat Tearn, 10w Mountain Divisiorf, were patrolling Route

S13-

( le
= EIEEE | Irish, the road linking downtown Baghdad with BIAP. Seven of those Soldiers were then .
Page 1 Sec 1 11 Bt 15,Lem Ln 27 Col 60 REC TRE EXT OVR  Slowenian O @) 1 41042 » M @sxiiin O= &8 4] | »

[ L pabiii i i I |

[/ P
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Webcam driver
144 Integrated Webcam |

| T Reheshiivers

Image Quality :

Capture Interval :
| M

Stretch picture
[T1Record webcam frames

<« C @

® 24

RICOH MP C4503 web Image Monitor

4 Home

Print Job List

(Ep)print (G Joelete

@S ARA. Spol: Datum roj.: z. Gk in ime:
Naroe ilo sprejema @i NEGTTIEED
12:04:07. AMBULANTAGEIINEEED ..

Untitled
https://www.sb-izola.si/wp-content/uploads/2018/01/izvid.pdf

Sedez: (HINENEED . cnot- GEIIENNENEGEEND
GINEKOLOSKA AMBULANTA. QD Sara, rojena

RN ' 16, 6000 Koper.

Untitled
https://www.sb-izola.si/wp-
content/uploads/2017/05/doc04315520170511074250.pdf

9. maj 2017 - @D SARA. G 6274 SMARJE.

Go to [Printer Job History] >>

View : | All ~ | Select User [D : | *** pll *** v
(ONO)] 1/1 [ORC Display Items : 10 v
Job(s):8 Selected: 0 Select All Clear Al

Type E] User ID File Name Created At Print Start Time Page(s) Copies.
Hold Print @ ZBORNICA Microsoft Word - Izjava-ekskurzija-3.doc 14/3/2019 11:02:14 == 2 -
Hold Print @ ZBORNICA Microsoft Word - Izjava-ekskurzija-2.doc 14/3/2019 10:58:41 - 2 -
Hold Print @ ZBORNICA Microsoft Word - Izjava-ekskurzija-2.doc 14/3/2019 10:57:42 == 2 -
Hold Print @ ZBORNICA Microsoft Word - Izjava-ekskurzija-1.doc 14/3/2019 10:56:52 - 2 -
Hold Print @ zborn2 Microsoft Word - LISTA PRISOTNOSTI NA 1.docx 12/3/2019 12:23:11 - 1 -
Hold Print @ sobRAZGO Microsoft Word - Dokument1 8/3/2019 12:15:48 == 1 -
Hold Print @ sobRAZGO FiSS_Formule.pdf 5/2/2019 11:28:11 --- 4 -
Hold Print @J SObRAZGO Dohod_vVirDat_0Obvestilo_2018_( D .-df 31/1/2019 11:45:38 - 1 -
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& (& C | @ & nttps:/kidstar.sifwp-content/uploads/2018/02/

Index of /lwp-content/uploads/2018/02

Name

Last modified Size Description

Parent Direciory
Dobavnica-12018.pdf
Dobavnica-22018.pdf
Dobavnica-32018.pdf
Dobavnica-42018.pdf
Dobavnica-52018.pdf
Dobavnica-62018.pdf
Dobavnica-72018.pdf
Dobavnica-82018.pdf
Dobavnica-92018.pdf
Dobavnica-102018.pdf
Dobavnica-112018.pdf
Dobavnica-122018.pdf
Dobavnica-132018.pdf
Dobavnica-142018.pdf
Dobavnica-152018.pdf
Dobavnica-162018.pdf
Daobavnica-172018.pdf
Dobavnica-182018.pdf
Dobavnica-192018.pdf
Dobavnica-202018.pdf

2018-02-13 21:31 1.1M
2018-02-1507:511.1M
2018-02-1507:51 1.1M
2018-02-1507:51 1.1M
2018-02-1507:51 1.1M
2018-02-16 07:45 1.1M
2018-02-16 07:451.1M
2018-02-16 07:451.1M
2018-02-16 07:45 1.1M
2018-02-16 07:46 1.1M
2018-02-16 07:46 1.1M
2018-02-2007:121.1M
2018-02-2007:121.1M
2018-02-2007:12 1.1M
2018-02-2007:12 1.1M
2018-02-2007:12 1.1M
2018-02-2108:29 1.1M
2018-02-21 08:29 1.1M
2018-02-21 08:29 1.1M
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& (& C | @ izpis proteini.sil 3900t

% s ©
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RACUN 5T: 1IN 39

SPORT NUTRITION CENTER

Sklic na:
Jesenice, dne: 03,2019 10:19 ROLRstd
Datum valute: 18.03.2019 net d.o.o.

Blejska Dobrava 42

Datum opravijene storitve: 04.03.2019 10:19 51-4273 Blejska Dobrava

TRR: 5156 3000 0001 5408 944
Banka: Sherbank banka d.d
1D za DDV: Sl 44085206

Matiéna Stevilka: 2024691

Vesns QU

E: info@proteini.si
‘www. protein . si

Tel: ID za DDV

Kontakt:

Maziv storitve

PROTEINI.SI 100% NMATURAL WHEY PROTEIN,
500g, White Choc. Straw.

Dostava Poita Slovenije SLOVENIA 1 245 0,00 2,45 22,00 2,99

Koli¢ina Cena Popust% BrezDDV DDV %  Skupaj

2 10,04 0,00 10,04 9,50 21,98

Skupaj bruto znesek: 22,53
Popust: 0,00
Obracun DDV: Skupaj neto znesek: 22,53

Stopnja Osnova Davek Davek: 2,44
9,50% 20,08 1,90 Skupaj: 24,97 EUR
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# Portia Erotica sex shop 4% 14 <4 Nov Kallyas Options Zivjo, sexadmn 2

E Custom Product Plagnik Dostava Huala za potrditev... novi znesek za
Tabs — placilo 238,06 eur + narogilo iz portia-
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Andraz
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[ Page Builder Smart opombo
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f  PixelYourSite https://portia-erotica.com/shop/lovetoys
/dildosfking-cock-cock-10-inch-with-balls-
0 Store Manager flesh/
ctor 55-209 - 14 € 84, . € B4, € 18,
Connector N Kiss200-d €84.23 1 €823 €1853 PROSIM POTRDITE SPREMEMBO.
' Sifra: KISS209/BPIM g
All Export i OZIROM NAS LAHKO TUDI PIKLICIT
ID razlicice: |
All Import
Zendesk Chat Pleated Mini Skirt - L £€29,95 < 1 £€29.95 €659 opombo
Sifra: OR-:
Kallyas Theme
@ = Vq -w_eme e ZadrZana Banéna nakazila Stanje
Dashboard ID razlicice: 11

narocila spremenjeno iz Placilo v teku v

By Loco Translate ZadrZano.
* Hold-up Stockings - L £15,95 < 1 £15,95 €351

R-D! - —Iztrlins opombo

C Easy Forms
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[T INTES4 SNNPAOLO BANK

SluZba podpore strankam

patum: 13.03. 201D

Banka Intesa Sanpaolo d.d.
Pristanid# ka ulica 14

6502 Koper - Slovenija
Davcna Stevilka: SI88026305

POTRDILO O 1ZVRSENIH PLACILNIH TRANSAKCIJAH

PLAGNIK
Naziv
Naslov:

Radéun

Referenéna Stevilka:
Banka:

Naziv banke:

PLACILNI NALOG
Stevilka transakeije:
Vrstal

Nujnost:

Nacin platila:

Datum prejema naloga:

Datum obremenitve racuna;

Znesek:
MNadomestilo
Znesek nadomestila:
Koda namena;
Namen:

Status SEPA.
Plagnik strodkow:

PREJEMNIK PLACILA
Naziv:

Naslov

Naslov!

Raéun

Referenéna Stevilka:
Barnka:

Naziv banke:

c.- (D

Si98
BAKOSI2X
BANKA INTESA SANPAOLO D.D.

Platilni nalog

Ne nujno

Mobilna BankalN

13.03.2019

13.03.2019

60,00 EUR

Nalog do 50.000 EUR na drugo banko - Banka IN
0,40 EUR

OTHR

Clanarina 2019 - Ev{J D
SPMH

Oba (SHA)

DRUSTVO PSIHOLOGOV SLOVENIE
TRG PREKOMORSKIH BRIGAD 1

1000 LJUBLJANA

5156 6100 0001 5938 417

§loo2019

HDELS |22

DELAVSKA HRANILNICA D.D. LJUBLJANA

Banka Intesa Sanpacio d.d.. Pristanidz ka ulica 14, 8502 Koper - Slovenija, ID DDV: SI98026305, reg. organ: OkrodZ no sodidz"d2"s v
Kapru, 421, reg. vpisa: 1/00490/00, osnovni kapital: 22.173.218,16 EUR, BIC: BAKOSI2X, poravnalni radz un: SISE 0100 0000 1000 153,

Lzdajatal:
Etevilka cortikal Q
Pobek valewioss:

Caa podpiss: 05, 10. 201 .

Zavod Republike Slovenije
za zaposlovanje

Obmofna sluiba Koper, Urad za delo zola
Veluitkova ulica 4, S1-6310 IZOLA - ISOLA
T: 0561179 80
F: 0561179 85
Www, 855, 90V 51

1433 RADECE
Stevilka:
Datum: 018
Zveza:
Obrazec: PotrdiloQPriavidotx

Zavod Republike Slovenije za zaposlovanje, Obmotna sluzba Koper izdaja na podiagi 122.¢lena Zakona o urejanju
trga dela (Uradni list RS, &t. 80/2010, 40/2012 — ZUJF, 21/2013, 63/2013, 613!201p3 LZIQUPTDSV, 100/2013, 32!201141—
ZPDZGC-1, 95/2014 ~ ZIUPTDSV-A, 47/2015 — ZZSDT, 80/2015— ZIUPTD, 55/2017; v nadaljnjem besedilu; ZUTD), 60.
élenal $tatula Za\foda Republike Slovenije za zaposlovanje (Uradni list RS, &t 34/2008. 58/2011 in 50/2012; v
nadaljnjem besedilu: Statut) in 179. ¢lena Zakona o splodnem upravnem postopku (Uradni list RS, &t. 24/2006 —
uradno preidéeno besedilo, 105/2006 — ZUS-1, 126/2007, 85/2008, 8/2010 in 82/2013; v nadaljnjem besedilu: ZUP)
na zahtevo stranke: ANJA Kljugevsek, iz evidenc Zavoda Republike Slovenije za zaposlovanje naslednje '

POTRDILO
joria sarvioss (D - < QD < « enci
vodi v evidenc
brezposelnin 0seb pn Zavodu RepUBlike Slovenije za zapos ovanje. l
Oseba ni prejemnik denarnega nadomestila.

Potrdilo je takse prosto po 28. &lenu Zakona o upravnih taksah (Uradni list RS, & 106/2010 - iste
besedilo, 14/2015 — ZUUJFO, 84/2015 — ZZelP-J in 32/2016). I T
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My sweethearts! W= 9 5% #birthday #birthdaygirl #friends #lovethem #womanpower
#specialmoments #thankful #ove
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uni-lj.si \ Al 21E 15 : ; 3 7w | (d .lv

4
=]
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Fﬁkllltetﬂ v wml tel_imenik_FDV.ods - LibreOffice Calc

Univerza v Ljubljani Qat:::teka QI’EC" POQ[QC' Estavi ‘:'Qllka C'[Odja P
PROGRAMI r a | T - iy

B-a 24N EE vE
@ Arial +| [10 v| @ 4

"-"‘ '; .’ | = ; Al v fm X = IPriimekinime
Kontakti | S— B |

KLUB DIPLOMANTOV

PREDMETI

SPLETNI REFERAT

URNIKI PEDAGOGI

239 |UHAN dr. Samo 296
240 |VEHOVAR dr. Vasja 297
241 [TOS dr. Niko 208
R RO AT . ) . 243 [VELIKONJA dr. Mitja 299
ABCCDDEFGHIJKLMNOPRSSTUVZZ 244 300
TELEFONSKI IMENIK FDV 245 |BERNIK dr. Ivan 301
V primeru nejasnosti ali informacije poklicite 3805-100 246 |JOGAN dr. Maca 302
SPLOSNI E-MAIL NASLOVI 247 303
®a | [ i 249 |DIMC Neli 305
— —| 250 |MALI dr. Franc 306
(ADAM dr. Frane 218 !DS 21 251 |[MENCIN-CEPLAK dr. Marjeta 307
| AKSENTIIEVIC Zivajin 152 | KNJIZNICA 252 |MIHELJAK dr. Viado 308
B | [ | | 253 |RENER dr. Tanja 300
- b . —| 254 |SMRKE dr. Marjan 310
R e AP 222 255 |LEBARIC mag. Vasja 311
|BACLIJA dr. Irena (171 |B 103 256 |TIVADAR dr. Blanka 312
i i =y =0 | 27 Il OFAR MAMFE i S 313
iﬂAHOR mag. Maja _"256 .JDS 12 ) B8l "% Delovni list1 £ Delovni Iis elovni Dsq) «C
EBANJAC Marinko | 364 ic 231 Delovnilist 1 /3 | Privzeto | Ism | | |‘u’sota=0 |@ -
|BEBLER dr. Anton |327 |Ap 27
| BERCE dr. Jaroslav 362 |IDV 610
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Metapodatkil

SR EquuLt. looks like

you|used your

5

= 51_bar Properties

—
| General I Secur'rt)'l Details | Previous Versions
Property Value =
Image
Image 1D
Dimensions 640 853 Ji.
Width 640 pixels
Height 853 pixels i
Harizontal resolution 300 dpi 3
Vertical resolution 300 dpi
Bit depth 24 i
Compression
Resolution unit 2
Color representation sRGE
Compressed bits./picel
Camera
Camera maker Nokia
Camera mode! 6303 classic
F-stop
Exposure time
IS0 speed i
Remove Properties and Personal Information
[ ok || Ccancel Apply
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& IP-RS - FOCA Free 3.0

EEX

] Prioject Tools - sOptions () TaskList 5 about  [=lDonate
+-£9 PC_Mike Mandel ”
+ gﬂ PC_Ministretvo za pravosodje
4/ PC_Mitia Blaganie Clean your OpenOffice
#-/agg PC_mlaznik documents with
+-3 PC_MP
-8 PC_mprelesnik OOMetaExtractor
+- @9 PC_Matada Brenk
=0 4 PC_Matas
a;,'. sers Attribute Walue -
[ Folders Users
+-18 PC_Mick —_—
#-iafg PC_npirc Mataia Firc
+-&% PC_P_Chavdaroy
+ r's',',"é PC_Palona Tepina Folders
+-@) PC_ptepina T
+ gﬂ PC_Publications: Office C:AProgram?20Files\MicrozoftZ 200 fice \MEDIANCAG CAT 10
8% PC_ruseva d: MO sebnoiM ojiz20dok umentist 20 ictures\Microsoftoy 2 20organizator 3 20izrezk. .
¥ e PC Razana Lemut Shi C:A\Documents%20and% 205 ettings \MPirchLocalz 205 ettingzhT emporany 20Internet...
- PC_Sandra Vesel
+ r's',',_"é PC_Sanja Vriaber _Suftware
* Eﬂ’ PL_SBien Microzaft Office
4 PL_snovak Micrasoft Office 2007
+ u',',"é PC_Sonja Bien J 3
. 8% Pr oanals
< > < [ »
Time Source Severty Meszzage ~
32413 tetadataSearch [ Document metadata extracted: C:A\Documents and Settingz'kpki acFhLocal SettingshTemphSmernic. ..
82413 tetadataSearch [z Document metadata extracted: C:h\Documents and Settingskplki acFhiLocal SettingzhTemphSmernic. ..
32413 tetadataSearch [ Document metadata extracted: C:A\Documents and Settingzkpki acFhLocal Settingsh TemptEakON. ..
32413 tetadataSearch [ Document metadata extracted: C:\Documents and Settingz'kpki acFhLocal SettingshTemphyzorec_..
2:24:13 MetadataSearch [z Document metadata extracted: C:A\Documentz and SettingsikpkiacFhLocal SettingzhTemphTersek_ ...
32414 tetadataSearch [ Document metadata extracted: C:A\Documentz and Settingsikpkh acFiLocal Settingzh T emp 0P _in_...
22414 tetadataSearch [z Document metadata extracted: C:h\Documents and Settingskplki acFhiLocal SettingzhTemphPriloga_... 2
! Conf ] [,MJ Dreactivate AutoScroll ] ["f? Clear ] [B Save log to File
Metadata analized | :]
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Strava/Fithit-enabled
US Security patrols?
Equally-bright.

7) The arlicle said there were a lot of other militaries living side-by-side up in Djibouti, let's scan around with Google maps and see
what else is there.

8) Well, looky here: about a half mile from the camp, a short hop, but isolated: [google map link]

Wow, that was a bit too easy. Lok the nice cleared perimeter, walls, crash-trenches so nobody can ram a truck-bomb through,
complex gate to defeat assaults or truck-bombs. Expensive security. Good security. And the architectural tone looks pretty familiar,
too; for one thing, only Americans spend money like that. [stderr]

9) Google “CIA black site djibouti® and you find [al]]

“ The legal case of a former GIA detainee suing the goverment of Dijibouti for hosting the facility where he says he was

Aatainad ~nnld ha halnad hu tha ~antants f 2 cfillalacciiad Ganata ranard ik 2 Law 118 alks has Aaniad far
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US bombs terror HQ after ISIS
‘moron’ takes selfie there

By Yaron Steinbuch June 5, 2015 | 4:11pm

. NEW YORK POST

A US. Navy F-18E Super Hornet used in airstrikes against the Islamic State.

Islamic State thugs can blame the destruction of a

MORE ON: headquarters building on a social media “moron” in

ISIS their ranks who posted a selfie that pinpointed the

ISIS supporter gets at least site.

30 years for plot to kill

Theresa May Air Force Gen. Hawk Carlisle, head of Air Combat
Command, said that eagle-eyed airmen with a recon

US soldier to plead guilty and surveillance group in Hurlburt Field, Florida,

to trying to help ISIS spotted the telltale post, Defense Tech reported via

Military.com.



Napadl preko spletnih aplikacij

4\]1,:‘;

ODDAJAM
REGISTRIRAM

BONITETNE STORITVE
0 AJPES
Narotilnice, vioge in pooblastila
Porocila in nacrt objav
Cenik storitev
Pomoé
Vprasanja in odgovori

Kazalo

EEm Slo v

@ | JOLP

Javna objava letnih porogil

Letna poroéila

Javna objava
Vnos iskalnih pogojev

Izbrano podjetje Pomo¢ in pogoji uporabe

Rezultati iskanja

Stevilo zadetkov: 1

ime poslovnega subjekta naslov posta kraj okrozno sodidte vloZna Stevilka

]

|

g XYZQSTART | SErabE] XYZQSTOP

Domov Elektronsko podpisovanje Za razvijalce programske KONTAKT
opreme

OBVESTILO O UPORABI PISKOTKOV

Spletni portal uporablja piskotke za izboljSanje delovanja spletnih storitev. Ali se strinjate, da na vas racunalnik naloZime piskotke za ta namen?

ZELIM IZVEDETI VEG

STRINJAM SE
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@ NetsStik - Mozilla Fi =N S
9 y C #. 7 m https://netstik.sparkasse.sifeb/index.asp 7 ~| "4~ Google e f@! -1t

|| NetStik -

Splogni pogoji | Sporodlo banki | ZHOD

Uporabrik:
01/ 583 6666

Net.Stik - Mozilla Firefox [EEEE é

MasterCard karticni racun: i

Uparabnik: [

Vrsta kartice: primarna kartica na karticnem racunu el

Stevilka kartice: 520

Veliavnost do: i

Maziv na kartic: I

Datum otveritve kartice: [

Datum blokacije: / LR

Mesedni limit (nakup): ELR - - —
Mesedni limit {dvig gotovine): -EI_.IR

Za preklic kartice, prosimo, poklicite 01/583 41 83.

m

obno Promet
{© 2002-2009, BAMEA SPARKASSE d.d. Pravica do napak in sprememb pridrzana. B
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3.?—:faprevzen1.php5 {Predmet application/pdf) - Mozilla Firefox - | =) |5|

Datoteka Urejanje  Pogled Pojdi Zaznamki  Orodja  Pomod
Q:I - Ll/> - @ |_| @ I._, hktp: i ilgl.esiki, comysifprevzem, phpSid=24400 j © Pojdi I@.'Q'

| | Firefox Help | | Firefox Support | | Plug-in FagQ

| ] L@l - LUTKOYNO GLEDALTSEE LILEL AR | | ] LEL - LUTKOVMO GLEDALTSEE LILIBLIANA | | prevzem.php5 {Predmet application... | %

JE @ ‘ L él ‘ b ‘ I 144 b b “ € “ = f1es% Ll - LUTKOVHO GLEDALISEE LILELIAMA Eﬂ

[&-E-B|B-F -L£-EB LB ¥

2]
=
-
E
-
=]
a
o Lutkovno gledalisee Ljubljana —
z —
£ - ' ———
2 Wity s GLEBALISLE Wb udania =E
= - -y
s VILA MALINA, Izven ————>
£ LGL-Veliki oder, 11. januar 2007 ob 17:00 e
£ ——H
£ =&
= segment vrsta Stevika  kolidéina cena ——=
%n_ Veliki oder 6 7b 1 3,24 EUR =§
é Veliki oder 6 7a 1 3,24 EUR =
5 Veliki oder 6 6b 1 3,24 EUR
w1
Veliki oder 6 ba 1 3,24 EUR
skupaj 12,96 EUR
3.105,73 SIT

Vase patrdilo o nakupu zamenjajte za vstopnice na blagaini dvorane.

v . . W primeru, da prireditev odpade, lahko potrdilo o nakupu zamenjate na blagajni
stevilka potrdila o nakupu organizatoria za drugo prireditev ali pa vam organizator vrne denar, ki ga morate prevzeti
v BN@m mesecu na njegovi blagajni. Za vse dodatne informacije nam pigite na elektronski

010-000-107-788-454-883-142760 nastov info@igl.si.

4] 10f1 M 826x1183n | O = H 4]

| Anonimizacija izkljutena

| 4 @ 5 © ||[@prevze.. srTheap | wtayers, .| Untiled... | &ue-wu...| Epttpui.. | GELOBCMOAR@EI AR n1s

| konéano

§ﬁ5tart|
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Hackers embed flashing animations on eplilepsy
support forum

By Darren Murph L posted March 20th 2008 8: 50PM

Shortly after hearing a sad tale of a 7-vear old cancer patient having his
medication and PSP stolen whilst en route to treatment comes vet
another story of the world's meanest preving on the innocent. This go
‘round, a group of griefers (which appear to be members of
Anonymous) managed to invade a support forum established by the
nonprofit Epilepsy Foundation and use JavaScript code and messages
littered with flashing animations to effectively assault dozens of
visitors who suffer from the disorder. The Foundation managed to
catch wind of the problem within 12 hours of the attack, and while the
boards were closed down temporarily to purge it of offending
messages, many readers (such as RyAnne Fultz, pictured) experienced

headaches and seizures before rescue arrived. Let's just say we sincerely hope the culprits get what's
comin to em

Vir: http://www.engadget.com/2008/03/29/hackers-embed-flashing-animations-on-epilepsy-support-forum/
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@ MEE

@ v c 1t % IIE https: fferisk, sigov siferiskf/index. Faces Wi -.l- 7’ wnknown site

| petname 9."".— Alfresca Share = User ...

w* kokors,si J Prijavite se | Interni - Komisija za prepr... J https://erisk.sig...risk /index.faces @ +

) ali 2elice, da si Firefox zapomni geslo za uporabnika " = sigov si?

e-RISK DUNZ

Iskanje

Uporabnik: Matej Kowafit

y = :
ﬁ =]
Splodno Yefpredstavnost  Dowalienja  Warnost

=

Spletna
Ed: | sigov.si X Lastnik: - iy W I (LB https:ferisk sigov. serskflogoft I BICE J:
o Presveril: b & Alfresco Share » User .
Naslednji piskoti ustrezajo iskanemu: e e =
- pkers si | Prijavite se | Interni - Kamisija 2a prepr. | https://erisk.sigov.si/erisk /logoff a8
Stran Ime
J erisk.sigov.si LtpaToken
I_] erisk.sigav. si LtpaToken?
Ime: ISESSIOMID @ ~
Vsebina: 000OLHILMZITIWILZUQTYL_ereb: CO7SCESSE4DEG4490000016001 | Zasebnos _é H L
i L [Te| =)
Gostitelii erisk.sigov.si Alisemt Spioino  Dowoljenja  Varnost
Pot: i
Poslan 23 {,. il e Identiteta spletne strani
2 S8 POVEZAVE o Spletnastran:  erisk.sigov.si
Pretece: na koncu seje 1 I | sigov.si X Lastnik: Ta spletna stran ne vsebuje podatkoy o lastniZtvu.
o - Preveril: state-institutions
= Maslednii piskoti ustrezajo iskanemu:
Qdstrani piskat
| erisk. sigow.si ISESSIONID
I | erisk.sigov.si LtpaToken
| erisk, sigow.si LtpaToken2

Pregle] digitalno potrciio

Ime: JSESSIONID
Wsebina: QOODIKILMZIT IWILZUQTYL _ereb: CO7SCESE4DEA449000001800 | Zassbnost in 2godavina
Gostiteli: erisk.sigov.si Ali sem to stran ohiskal Ze kdaj pred danasnjim dnem? Ne

Pot: | Al ta spletna stran shramute podatke (pfkate) na moj rafunanike Pregle] piskote
Poslan za: ¥se povezave
Foen (e Al s2m shraril kakna gesla za to stran? - Preglej shranjena gesla

Odstrani pikot




Ali pa... ]}

In West Memphis District Court yesterday, Tristian
Wilson was set to appear on the docket for a bond
hearing on the charges. When he did not appear,
Judge William "Pal" Rainey inquired about his
release and found that a jail staff member released
Wilson by the authority of a fax sent to the jail late
Saturday night.

According to Assistant Chief Mike Allen, a fax was
sent to the jail which stated "Upon decision between
Judge Rainey and the West Mempbhis Police Department
CID Division Tristian Wilson is to be released immediately
on this date of October 30, 2004 with a waiver of all fines,
bonds and settlements per Judge Rainey and Detective
McDugle."

Vir: https://wwu.schneier.com/blog/archives/2eey/11/hacking_faxes.html
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Datoteka Urejanje
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M =R Domedo sTRAN

FOR TUIN KANFL A
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- movice |

Slovenija

Crna kronika
Svet
Gospodarstvo
Sport

Moto Sport

T

Vreme

Ceste

Ekspres

Film

Glasba
Zanimivosti
Kuhajmo

Erotika

[T —
Frendi in Flirt
Popovi zdravniki
Vizita

.com kartica
Big Brother

Grda Racka
Hotpadu

Kmetija

NMK DVD6&
Vzemi ali pusti
Bostjan Belgie

Pogled Zgodowina Zaznamki

Orodja Pomo¢
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Preberite S
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Casino Mulino je bil najboli§ ponudnik za
nakup zemlji§, pravi Cerar in doclaja;
“Joras dela zdrahe." »

'Saga s smetmi
konéana*
Regiiskega
centra za
ravnanje z
bo, bo pa
deponija kratek ¢as Se sluZila svojemu
namenu. »

Crna princesa
umorjena?

Je Crna
princesa umrla
8 rh: nasiine smrti?
Borila se je za ukinitev obrezovanja
afrigkin deklic. >

11:44
Duduia ne boli
veé

Minil ni niti teden

Maskota dr.
Janeza Drnovska

po njegovi smrti
$e bolj
priljubljenal

Mag novinar je preveril,

zakal je prijublienost maskote
pokoinega dr. Janeza
DrnewEka iz dneva v dan

ol prijublienz. >

2002, |13
Pruo tetoviranje oéesa

 javnosti so se pojavile fotografile prvega
tetoviranja, narejenega na Elovedkem
ofesu.
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}

F

<2
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1 11:45
Nadiva razgaliena
v spodnjicah!
Vrhunska plesalka
Madiya Bychkova,
sicer tudi
televizijska
voditelica, se je

+» 2405

+ Movice

Spoznafte Leno

Alexandro, novo
norvedko pevsko
zvezdo, ki je zelo

Konéano

-(:Prngram\ Mesta Sistem

[@OBREER (@ swrcom--roriari. |

%)

na Datoteka

Kongano

-33 Programi

=+ Internet TV

Urejanje

&

Mesta

Pogled

ﬁ ‘ ? | http:/fwww.simobil.sifsl/search.cp2?q= <h3= Dimitrij+Rupel+postal+svetovalec+

Sistem

Zgodovina Zaznamki

Orodja

IO aIFITaTo%.

Pomoé

[~] @ |

Si.mabil © Vodafane live! © Orto

sIMobi

PAKETI

TELEFONI IN NAPRAVE

Iskali ste:

Dimitrij Rupel
postal svetovalec
uprave Simobila

(A
Z danagnjm dnem dr. Dimitrii Rupel
postaia svetovalec Simobia za
pocirogje zunanjs naroéniske
poltike.

=)

Stevilo vseh rezuttatov: 3
Prikazani rezuftati: 1 - 3

Stran: 1

@omEe]

Prodajna mesta  Vpraajtenas  Registriratese  English

@ =zasebni uporabnik
predplanik

<h3=Dimitrij Rupel postal

poslovni uparabnik

STORITVE AKCIJE TUJINA POMOE IN INFORMACIJE VODAFONE LIVE! SLMOST

Rezultati iskanja

IT specialist v CRM skupini, zadolZen za DMS podrocje (m/z)

Zelite razvijati svojo profesionalno pot pri enem najuglednejsih in najbolj$ih slovenskih zaposlovalcev? Podjetie Si.mobil
d.d. je zaupanja vredno podjetie, Kier so ljudje na prvem mestu. Zaposleni v Simobilu so visoko usposobljeni
profesionalei, ki so zaljubljeni v svoje delo in v komunikacijo. Prek vpetosti v globalne povezave pa zaposlenilahko
pridobivajo tudi mednarodno znanje in bogate izkuénje.

Novi direktor prodaje

Movi direktor prodaje v druzbi Si.mobil je s 3. januarjem 2007 postal Gregor Banié

Mastavitve zunanjega odjemalca

vi :_i\‘ @ Vl unauthenticated

[¥]

Apache (@ 7] 1337 NS ~nonimizacia izklucena
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* povezovati svetopisemske ali biblitne skupine,
+ spodbujati nastajanje novih in jim pomagati pri delu
+ prirejat bibhtne tetaje, razstave, predavanja

Razoblicenje spletne strani
rimokatoliske cerkve.



Zaupanje vsebinl na spletu?
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Zaupanje vsebinl na spletu?
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Osnovna zascita

Nekatere tehnike osnovne zascite

racunalniskih sistemov:

* uporaba ustreznih gesel;

* pazljivost pri vecuporabniskih sistemih;

* redno posodobljen sistem;

* pOZarni zid;

* Uporaba protivirusnih in protismetnih
(antispyware) programov;

* ustrezna varnostna kulturs;

* fizi€na varnost;
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Vir: Schneier.com, <http://www.schneier.com/blog/archives/2009/07/information_lea_1.html>.

Pri 4-mestnem geslu je vseh moznih kombinacij 10.000. V zgornjem primeru je moznih
kombinacij ssmo se 24. Levo geslo je najbolj verjetno 1986 ali 1968, desno pa 1234.



Ustrezna uporaba gesel?

We hacked Dan's assets first through finding bugs and writing Oday, and then

through abusing him giving away passwords and his silly password scheme. Check
out just some of his passes:

fuck .hackers, ehnez (root account on his mail box), fuck.omg, fuck.vps,

ohhail

From .mysql_history:

SET PASSWORD FOR 'root'@'localhost’ = PASSWORD('fuck.mysqgl');

See the pattern?

Adding fuel to the fire (and hopefully flames to his talks!), Dan has a messy
personal life involving him, his girlfriend, and other girls who he would love to get
with. For once, we are mostly sparing the qirlfriend. Who says chivalry is dead?
But we'll still point out the dating torrents that Kaminsky downloads.

https://sites.google.com/site/zeroforowned/dan-kaminsky-1



Naprednejsa zascita

Nekatere tehnike naprednejse zascite:
* trajno brisanje podatkov,
* sifriranje (preprecimo dostop do vsebine):
* Sifriranje nosilcev podatkov,
* Sifriranje elektronske poste, neposrednih/hipnih
sporocil, govorne in video komunikacije,
* uporaba Sifriranih povezav in protokolov
(HTTPS,...),
* dnonimizacija uporabe interneta (preprecimo
analizo prometnih podatkov):
* 3nonimizacijska omrezja,
* “remailerji”,
* VPN



Lakaj Sifiriranje?
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g Zapri ‘ { [57] Filter Out This Stream




Sifriranje »priporoda« tudi NSA!

TOP SECRET/COMINT//REL FVEY//20340601
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TOP SECRET/COMINT//REL FVEY//20340601

Things become "catastrophic" for the NSA at level five - when, for example, a subject uses a
combination of Tor, another anonymization service, the instant messaging system CSpace and a
system for Internet telephony (voice over IP) called ZRTP. This type of combination results in a
"near-total loss/lack of insight to target communications, presence," the NSA document states. (Der
Spiegel)



Se bolj napredna zaséita

Nekaj znanja, doslednosti in zdrava pamet. ;-)




Primer phishing napada

From: Greg Hoglund <greg@hbgary.com> ISun, Feb 6, 2011 at
1:59 PM
To: jussi <jussij@gmail.com> Napad na mformacusko—

im in europe and need to ssh into the server. can you drop varnostno pOdjetje HBGary

open up firewall and allow ssh through port 59022 or (podjetje je 73 amerisko viado
something vague? . . ] ..
and is our root password still 88j4bb3rwOcky88 or did we izvajalo “napade” proti skupini

change to 88Scr3am3r88 ?
thanks

From: jussi jaakonaho <jussij@gmail.com> ISun, Feb 6, 2011
at 2:06 PM
To: Greg Hoglund <greg@hbgary.com>

ANoNnymous).

...a little later:

hi, do you have public ip? or should i just drop fw?
and it is wOcky - tho no remote root access allowed

bash-3.2# ssh hoglund@65.74.181.141 -p 47152
[unauthorized access prohibited]
hoglund@65.74.181.141's password:
[hoglund@www hoglund]$ unset

[hoglund@www hoglund]$ unset HIST
[hoglund@www hoglund]$ unset HISTFLE
[hoglund@www hoglund]$ unset HISTFILE
[hoglund@www hoglund]$ uname -a;hostname
Linux www.rootkit.com 2.4.21-40.ELsmp #1 SMP
Wed Mar 15 14:21:45 EST 2006 1686 1686 1386
GNU/Linux

www . rootkit.com

[hoglund@www hoglund]l$ su -

Password:

[root@www root]# unset HIST

[root@www root]# unset HISTFILE

[root@www root]# uname -a;hostname;id

Linux www.rootkit.com 2.4.21-40.ELsmp #1 SMP
Wed Mar 15 14:21:45 EST 2006 i686 1686 1386
GNU/Linux

www rootkit com

From: Greg Hoglund <greg@hbgary.com> ISun, Feb 6, 2011 at
2:08 PM
To: jussi jaakonaho <jussij@gmail.com>

no i dont have the public ip with me at the moment because
im ready for a small meeting and im in a rush.

if anything just reset my password to changemel23 and give
me public ip and ill ssh in and reset my pw.

From: jussi jaakonaho <jussij@gmail.com> ISun, Feb 6, 2011
at 2:10 PM
To: Greg Hoglund <greg@hbgary.com>

ok,
takes couple mins, i will mail you when ready. ssh runs on
47152



Varnost moblilnih komunikacilj
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Varnost mobilnih komunikacilj
000~

= K= P ] LN ] ; & = = s = a1 e
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e212.imsi 3 ~| Expression... +
No. Time Source Destination Protocol Length Info

24. 56.627398. 127.0.0.1 127.6.0.1 GSMTAP 81 (CCCH) (RR) Paging Request Type 1

34. B81.125671 . 127 .0.0.1 127.6.0.1 GSMTAP 81 (CCCH) (RR) Paging Request Type 1
» User Datagram Protocol, Src Port: 57272, Dst Port: 4729
» GSM TAP Header, ARFCN: O (Downlink), TS: ©, Channel: CCCH (5)
v GSM CCCH - Paging Request Type 1

» L2 Pseudo Length

b .... 0110 = Protocol discriminator: Radio Resources Management messages (Ox6)

Message Type: Paging Request Type 1
» Page Mode

Channel Needed
Mobile Identity - Mobile Identity 1 - ImsI (NG
Length: 8
@010 .... = Identity Digit 1: 2
dlisins Odd/even indication: O0dd number of identity digits
.001 = Mobile Identity Type: IMSI (1)
Mobile Country Code (MCC): Slovenia (293)
Mobile Network Code (MNC): SI Mobil (40)
» P1 Rest Octets

00 43 70 31 40 00 40 11 cc 76 7f G0 00 01 7f 6O ‘Pl aumNeTTT

v G

2b +

v

4

© 7 International mobile subscriber identity(IMSI) (e212.imsi), 8 bytes Packets: 4196 - Displayed: 2 (0.0%) - Load time: 0:0.83 - Profile: Default



\prasanja...

Matej Kovacdic
matej.kovacic@telefoncek.s1i

https://infosec-seminar.si

https://telefoncek.si
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