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Kriptografija

e Beseda kriptografija izvira iz grskega izraza kryptos
logos, ki pomeni skrita beseda, prvi pajojev
anglescini uporabil sir Thomas Browne leta 1658.

e Kriptologija je veda o tajnosti, Sifriranju, zakrivanju
vsebine sporocil (kriptografija) in o razkrivanju
Sifriranih podatkov (kriptoanaliza).

e S pomocjo kriptografije lahko onemogocimo
prisluskovanje komunikacijam.

e Kriptoanaliza se ukvarja z razbijanjem Sifriranih
sporocil.



Nesifriran prenos gesla
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19=. =iy TCP - - e _

Response: 250 OK

193. -

921 145.120913

923 145.197425 9l. e

925 145.228297 91

527 145.229545 ol . 192 .

Response: 354 Enter message, ending with "." on a lir

929 145.243559 9l . D 192 . Response: 250 OK 1d=1KMGLN- 0001x3- 7M

| 030 145.246496 103 GEENNNS Ol GEEENMNNNMS  SMTP DATA fragment, 6bytes ..
931 145.247380 ol.an 193 . e SMTP Response: 221 (IS closing connection
932 145.247621 Sl.aan 19= G TCP smtp = 43389 [FIN, ACK] Seq=396 Ack=583 Win=6432 Len:
933 145.287572 193. D ol. I TCP 43389 = smtp [ACK] Seq=583 Ack=397 Win=6432 Len=0
934 145.403764 193.mmln ol . I TCP 43389 = smtp [FIN, ACK] Seq=583 Ack=397 Win=6432 Len:
935 145.404693 9l. 193. TCP smtp = 43389 [ACK] Seq=3957 Ack=584 Win=5432 Len=0

Frame 919 (111 bytes on wire, 111 bytes captured)
Ethernet II, Src: D (D), Dst: D (—)
Internet Protocol, Src: 193. @D (1SZ.GEED), Dst: 9. D (O] .l

i . _

FRCommand: AUTH PLAIN AGH i s ry n

Command: AUTH PLAIN AGlhdGVglmtvdmFjaWNAKiogKioucZ2kAZ2VzbG8hrg==

Uporabnisko ime in geslo sta Base64 kodirana...

Command: AUTH PLAIN matej.kovacic@***** sj | geslo!



Varnost skozi transparentnost

+ Kerchoffsov zakon pravi, da je dober Sifrirni sistem varen, tudi
Ce je 0 njem znano vse, razen Sifrirnega kljuca.

— Zavraca nacelo, da je mogoce varnost zagotoviti s skrivanjem
(t. i. ‘security through obscurity’).

— Ne zahteva, da je Sifrirni sistem javen, temvec le opozarja na
to, da skrivnost ne zagotavlja varnosti, marvec jo v resnici
lahko celo ogroza.

« Claude Shannon je postavil tim. Shannonovo maksimo, ki pravi,
da sovraznik pozna Sifrirni sistem.

« Eric S. Raymond pravi: “Vsaka varnostna programska oprema, ki ne
predpostavlja, da sovraznik poseduje izvorno kodo, je nevredna
zaupanja; zatorej: nikoli ne zaupaj zaprti kodi.” .



Varnost skozi transparentnost

* Ne spominjam se nobenega kriptografskega sistema,
razvitega na skrivaj, v katerem ne bi, potem ko je bil razkrit
javnosti, kriptografska skupnost nasla napake.

--Bruce Schneier

o But there's an old saying inside the NSA: "Attacks always get
better; they never get worse."

--Bruce Schneier



Sodobna kriptografija

» »Varnost sifrirnih sistemov naj temelji na

racunski zapletenosti.«

-- John Forbes Nash v pismu NSA leta 1955
(ta ideja je v kriptografiji prevladala Sele 20 let kasneje)

» »We have to make surveillance expensive
again. «

—- Bruce Schneier, 2013



the
math




Tocke zloma sodobnih sifrirnih sistemov

Varnost terminalnih naprav (tim. endpoint security) -
prestrezniki tipkanja, zZlonamerna programska oprema,...

Zaupanje izdajateljem digitalnih potrdil (Certificate
Authorities).

Skrite funkcionalnosti v Sifrinih Cipov (tim. crypto accelerator
hardware) - uhajanje Sifrirnih kljucev preko porabe
elektricne energije ali s Casovnimi napadi, kleptografski
napadi na generiranje Sifrirnih kljucev,...

Napadi na Sifrirne algoritme in generatorje nakljucnih stevil
(Dual EC DRBG, Intelov strojni RDRAND, RC4, Spekulacije o
napadih na elipti¢ne krivulje,...).

Prometni podatki.



Varnost terminalnih naprav

* »On the Internet, communications security is
much less important than the security of the
endpoints. And increasingly, we can't rely on

cryptography to solve our security problems..«
-- Bruce Schneier



Zasnova sodobnih aplikacij za varno
komuniciranje

» Sifriranje komunikacij med konénima to¢kama,
skupaj s sistemom za overjanje komunikacijskih
partnerjev.

» Uporaba poudarjene zaupnosti (ang. perfect
forward secrecy).

» Sifriranje prometnih podatkov/signalizacije.

» Sifriranje podatkov v lokalni shrambi.



Zasnova sodobnih aplikacij za varno
komuniciranje

 Podpora za povezovanje preko posredniskih
sistemov (ang. proxy) oziroma
anonimizacijskega Tor omrezja.

e »Panic button«.



Zasnova sodobnih aplikacij za varno
komuniciranje

» »Pripenjanje« digitalnih potrdil (ang. Certificate
Pinning) - ne upostevamo CA hierarhije, pac pa
preverimo ali je certifikatska »veriga« taka, kot
pricakujemo).

e TOFU/POP (Trust On First Use / Persistence Of
Pseudonym), gre za kontinuiteto Sifrirnih kljucev

0z. moznost roCnega preverjanja digitalnih
potrdil.



Resitve ze obstajajo

Sifrirane digitalne komunikacije so Ze realnost!

Tehnologije so prosto dostopne.

Omogocajo Sifriranje vsebine komunikacij od zacetne do
kon¢éne tocke (tim. end-to-end).

— Posledica: prisluskovanje, tudi tim. zakonito ni vec
mogoce.
Omogocajo prakti¢no nezlomljivo zas¢ito (uporaba
najsodobnejSih Sifrirnih mehanizmov) ob enostavni
uporabi.

Trend: skrivanje oz. onemogocenje beleZenja prometnih
podatkov.



Zakaj?



Notranji napad in sodna odredba

»To see why, consider two companies, which we'll call Lavabit
and Guavabit. At Lavabit, an employee, on receiving a court
order, copies user data and gives it to an outside party -- in this
case, the government. Meanwhile, over at Guavabit, an employee,
on receiving a bribe or extortion threat from a drug cartel, copies
user data and gives it to an outside party -- in this case, the drug
cartel.

From a purely technological standpoint, these two scenarios are
exactly the same: an employee copies user data and gives it to an
outside party. ... Technical measures that prevent one access
scenario will unavoidably prevent the other one.«

-- Ed Felten, 2013, A Court Order Is an Insider Attack



Primeri resitev.



Sifrirana SMS sporodila: TextSecure

Hej

4
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CaxjSJIJjYkodl

|‘||\(1|]]L‘:,.~__}\J:-, Send ﬁ

60/60 (1)

Type message

g o ]




Sifrirana SMS sporodila: TextSecure

CyanogenMoaod Installer

- S (-Vladlmerutln ¢ %
Open the Settings application and navigate to Security {on some devices, you may need to navigate to Applications) +1 415- 607

Locate the Unknown sources opticn.

Unknow

If Unknown sources is already checked, you can skip this step.

If unchecked, tap the checkbox and then tap OK on the cenfirmation popup. HEY man, I'm going to tag some polar

bears tonight. You in?
Download the Cyanogenhiod Installer Application

From your Andreid phone or tablet, visit http://get.cm/app using your web browser or scan the QR code.

[m]33 =]
- Suit yourself. I'm going to lead a bird

. migration this weekend if you're
E interested.

nstall the Cyanogeniod Installer Application OK’II"thlnk about that.
When the download is complete, open your notifications and tap OneClick.apk. 1

Tap Install

Uhh, | think I'm good.

Tap Open.

Follow the instructions displayed on your Android phene or tablet to continue the installation process.

ck here to download the CyanogenMed Installer for Windows Vista/7/8.

Run the CyanogenMed Installer for Windows and follow the on-screen instructions

TextSecure prihaja privzeto na CyanogenMod (10 mio. uporabnikov!) ter na iPhone.
Avtentikacija uporabnikov, uporaba SMS ali podatkovnega kanala,...



Pogled v zgodovino: PGPfone, 1995

& PGPlone HiE
File Edt ‘Whdow Eelp

PGPfone

prethy good privacyy —— WE

|| Status: ‘waiting Far call

L]

File Edt “Window Help
PGPfone

precoy good privacy

Femote ID: will Price[150]

Hangup ] Mlute

Wolume:

==

Sratus:

|

Callin progress

Encoder: | GSM 2000 he

_:_] Encryption: CAST

Decader: | GSM 8000 he

Fackets Sent: 270
Good/Bad Row: 269/2
gk 8T oM
E5MT Load: 1812515

Sound Ot =[]
Sound Underflow: 2

Sound Oeerflow: 0
Found Trip: 1]

M =
L

Agreed upon a 2042 bit prime.

Contiguration complete,

Completed Diffie-Hellman key agreement,

[

MR et podey!  Mugmlein

==

PGPfone je Zimmerman razvil sredi 1990-tih let, omogocal je komunikacijo preko

modemov ali interneta, vendar takrat tehnologija Se ni bila zrela za splosno uporabo...



Sifrirani telefonski pogovori: RedPhone

MOBILE
RedPhone Call

INCOMING CALL...

Upgrade to RedPhone?

This contact also uses RedPhone.
Would you like to upgrade to a
secure call?

Secure Call Insecure Call

REDPHONE CALL

Integracija v sistem, »zapeCeni« TLS kljuci za Sifriranje signalizacijskih metapodatkov,
brez VBR in VAD... Problem: identifikator je Se vedno telefonska stevilka.



Sifrirani telefonski pogovori: RedPhone

£ 18:40 ol S 18:41

MOBILE
RedPhone Call

MOBILE
RedPhone Call

CONNECTED CONNECTED

drainage holiness drainage holiness

TOFU/kontinuiteta Sifrirnega kljuca, PFS... vse to se izvaja v ozadju.



Kako je slisati sifriran telefonski pogovor?

encrypted_srtp_audio

i L] 4 |

- Y ) s »[=] o] 2228
.. i ALSA > | 49 | default - ﬁ default > || 2(stereo)v
- 3,0 -l‘I,D -]F'D [H) 1.'“ 2.'“ 3.'D 4I,D 5|,D 6,0 .TI,D EI,D 5.'“ lq,ﬂ 1]|.,D ll'l,ﬂ 13;,D lill,D 15:,0

X encrypted_ w| 1,0
Mono, 44100Hz
32-bitno plavajoée| 0.5-
Utiaj = Solo
- + | 0,0
()
L 0 |-0.5-
()
A -1,0
Frekvenca : : . = : .. .
projekta (Hz): Zacetek izbora: ® Konec Dolzina PoloZaj zvoka:
44100 | = Skofina... | | 00uOOmO0.000sv D0DuOOmMOOD.000s> OOuDOmMOOD.000s~

[Demo]



Prometni podatki RedPhone klicev

Analiza prometnih podatkov

datum in cas Koli¢ina Zarac. kol. |Destinacija |Storitev

1.6.2013 1:12 0 kB 0 kB INTERNET |GPRS/UMTS prenos
1.6.2013 1:12 586 kB 590 kB INTERNET |GPRS/UMTS prenos
1.6.2013 3:12 0 kB 0 kB INTERNET |GPRS/UMTS prenos
1.6.2013 3:12 629 kB 630 kB INTERNET |GPRS/UMTS prenos
1.6.2013 5:12 0 kB 0 kB INTERNET |GPRS/UMTS prenos
1.6.2013 5:12 622 kB 630 kB INTERNET |GPRS/UMTS prenos
1.6.2013 7:12 0 kB 0 kB INTERNET |GPRS/UMTS prenos
1.6.2013 7:13 492 kB 500 kB INTERNET |GPRS/UMTS prenos
1.6.2013 9:13 0 kB 0kB INTERNET |GPRS/UMTS prenos
1.6.2013 9:13 736 kB 740 kB INTERNET |GPRS/UMTS prenos
1.6.2013 11:13 [0 kB 0 kB INTERNET |GPRS/UMTS prenos
1.6.201311:13 [16.276 kB |16.280 kB |INTERNET |GPRS/UMTS prenos
1.6.2013 13:13 [0 kB 0 kB INTERNET |GPRS/UMTS prenos
1.6.2013 13:13 |814 kB 820 kB INTERNET |GPRS/UMTS prenos
1.6.2013 15:13 [0 kB 0 kB INTERNET |GPRS/UMTS prenos
1.6.2013 15:14 (845 kB 850 kB INTERNET |GPRS/UMTS prenos
1.6.2013 17:14 |0 kB 0 kB INTERNET |GPRS/UMTS prenos
1.6.2013 17:14 |[355kB 360 kB INTERNET |GPRS/UMTS prenos
1.6.2013 18:24 (11 kB 20 kB INTERNET |GPRS/UMTS prenos
1.6.2013 18:27 |[15kB 20kB INTERNET |GPRS/UMTS prenos
1.6.2013 23:21 |[835kB 840 kB INTERNET |GPRS/UMTS prenos
2.6.2013 1:21 0 kB 0 kB INTERNET |GPRS/UMTS prenos
2.6.2013 1:22 786 kB 790 kB INTERNET |GPRS/UMTS prenos
2.6.2013 3:22 0 kB 0 kB INTERNET |GPRS/UMTS prenos
2.6.2013 3:22 764 kB 770 kB INTERNET |GPRS/UMTS prenos
2.6.2013 5:22 0 kB 0 kB INTERNET |GPRS/UMTS prenos
2.6.2013 5:23 834 kB 840 kB INTERNET |GPRS/UMTS prenos
2.6.2013 7:23 0 kB 0 kB INTERNET |GPRS/UMTS prenos
2.6.2013 7:23 843 kB 850 kB INTERNET |GPRS/UMTS prenos
2.6.2013 9:23 0 kB 0 kB INTERNET |GPRS/UMTS prenos
2.6.2013 9:23 674 kB 680 kB INTERNET |GPRS/UMTS prenos
2.6.201311:23 |[8kB 10 kB INTERNET |GPRS/UMTS prenos
2.6.2013 11:59 [1sms 1sms Slovenijad |SMS oddaja
2.6.2013 11:59 |1sms 1sms Slovenijad |SMS oddaja
2.6.2013 12:56 |1sms 1sms Slovenija5 |SMS oddaja

Itip klica |klicana oseba |datum in cas trajanje
IrP klic  |Nemdija Jun 1, 2013 12:52:36 PM 37

IRP klic |Nemcija Jun 1, 2013 12:53:28 PM 23

IRP klic |Nemcija Jun 1, 2013 12:54:40 PM 22

IRP klic |Nemcija Jun 1, 2013 12:59:26 PM 17

Itip klica |klicana oseba |datum in ¢as trajanje
IRP klic  |Nemcija Jun 1, 2013 5:59:51 PM 10

IRP klic |Nemcija Jun 1, 2013 6:21:14 PM 70

ktip klica |klicana oseba [datum in &as trajanje
IrP klic  |Slovenija3 Jun 2,2013 10:47:14 AM |11

IRP klic |Slovenija3 Jun 2, 2013 10:47:52 AM |64

IRP klic |Slovenija3 Jun 2, 2013 10:49:03 AM  |102

IRP klic |Slovenija3 Jun 2, 2013 10:50:52 AM |70

IRP klic |Slovenijad Jun 2, 2013 11:59:36 AM 2

IRP SMS |Slovenijad Jun 2, 2013 12:38:11 PM 2

IRP SMS |Slovenija5 Jun 2, 2013 12:56:06 PM 1




Sifrirana IP telefonija:
CsipSimple ter OSTN

ZRTP supported by resnote party

Do you confirm ihe SAS : 5nhd

Czncel OK

Prometni podatki?



Sifrirana hipna sporodila:
ChatSecure in XMPP

OTR Q&A Verification

File Transfer

Enter a question to send to your contact, and the
answer you expect them to give, in order to verify they
are who they claim to be.

the question to ask

/
ChatSecure wants to send you the

file MG_20130524_195419.jpg'".
Accept transfer?

the expected answer
" Nesifrirana povezava. Carcal i et

B ~ ... . . .
Cance 2 Sifrirana in verificirana povezava.

e I
Super, gremo na (@1}

@ Send secure message

g -




Anonimizacija...

' ["-1'_; Todka » Tor omre E[u
L

Shema ﬂmrEija Tﬂr <« <= Mailfrirana povezva

g |frirana pove @ va




...zvocnih komunikacij na mobilnih
telefonih

éB 8L
a ChatSecure

Online - okj7xc6j2szr2y75.onion -..

Connected to the Tor network




Zvocne komunikacije na mobilnih
telefonih preko Tor omrezja

UL
Q Record your message

Recording

00:02

alalé PO G

Properties

recording1588793937

recording-228907295.3gpp

Type: File
Path: /sdcard/Download/

Copy Copy fullpath
Size: 19.84 KB (20,320 Bytes)

Created: 18/11/2013 19:58:50
Modified: 18/11/2013 19:58:50

Readable: Yes
Writable: Yes

Hidden: No

File checksum Show checksum

Visoka latenca Tor omreZja, resitev: komunikacija je asinhrona, zato ni problema

trepetanja (ang. jitter) ter echo efekta.



ToxX

. Chips Handon 2 Frosty Disco Thunder Winter Bear v

Sl \orking on my new game: Door Fist!

Online v Frosty Hey man.

You thera?

....- Dev 'I'hink.tank..

ips  “eah! What's up?
Sorry, | was Just in the kitchen.

ty Disco Thunder...
<Ing on my new... Oh yaah?

Haha, well that's a first!

Actually Linda and | wers talking about the othar day.

Do you remamber how it used to ba?

Remember back in college when you would never want to go out to restaurants? You'd

Just stay back at the apartment. We'd come back later that night and you'd be sitting
thare on tha couch, huddied over a bowl of ceraal.

Haha, good timas.
& Rowedahelicon = Glad you grew out of that!
y kil : Anyway, you were in the kitchen, huh?

‘What were you making?

i Shag Rogers
| A Chips  You're not going to be very happy with me...

o . :
~ R Tristious File Transfer:
e than ” 3 DSC_01377 Jpg

L @l 2048x1152

G2BKB

2t Vincent Estrada

Varna zamenjava za Skype.
P2P, sifrirane komunikacije, brez potrebe po kakrsnikoli konfiguraciji.
V razvoju, prva razli¢ica bo na voljo za Linux, Windows in Mac sisteme konec leta...



Ampak... smo sedaj res varni?



Lokacijska zasebnost

o “Cell phones are 'Stalin's dream.’
Cell phones are tools of Big Brother. I'm not going to
carry a tracking device that records where I go all
the time, and I'm not going to carry a surveillance
device that can be turned on to eavesdrop.”

--Richard Stallman



Lokacijska zasebnost

Celiphone o
tower

a
Celiphone

As the target phone moves from tower to tower, fewer and fewer potential cotravelers remain.

A 9 ¢ 2 ©® @

Tower Atarget track

..................... p— - e -8 emmm——— ———— - ——

All tower A phones
+ han
~ A+Bphones A+B+C phones A+B+C+D phones  A+B+C+D+E

phones A+B+C+D+E+F
phones are the ...

.. possible
cotravelers

Vir in avtorstvo: Washington Post, NSA tracking cellphone locations worldwide, Snowden documents show, 4.
december 2013, <http://apps.washingtonpost.com/g/page/national /how-the-nsa-is-tracking-people-right-
now/634/>



Lokacijska zasebnost

e IMEI modifier

[http://forum.xda-developers.com/showthread.php?t=1103766]

e MAC changer

[http://www.openwiki.com/ow.asp?Changing+MAC+addresses+on+mobile+devices]

e IMSI... :~(



Koliko procesorjev ima vas mobilni
telefon?

 Poleg obiCajnega Se procesor na SIM Kkartici ter
na radijskem vmesniku...

e ... mogoci so tudi napadi na radijski vmesnik
mobilnega telefona (tim. baseband processor, ki
je v telefonu primarni in na katerem tece real-
time 0S).

(Vklop mikrofona, blokada ali unicenje telefona, nadzor
nad strojno opremo, itd.).



Vendar pa...



Pogled v (bliznjo) prihodnost...

Trg pametnih telefonov se povecuje.

Mobilna omrezja postajajo Cedalje bolj zmogljiva.
Mobilne naprave so Cedalje bolj cenovno dostopne.
VSE komunikacije se selijo na internet.

Odprtokodne aplikacije za Sifriranje komunikacij so brezplacne,
interoperabilne in teCejo na razli¢nih operacijskih sistemih.

Bruce Schneier, Take Back the Internet:

— “To the engineers, I say this: we built the Internet, and some of us
have helped to subvert it. Now, those of us who love liberty have to
fix it.”

Prisluskovanje spet postaja »drago«.



b

Vprasanja?

http://pravokator.si A
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