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gT-gSsSm

Projekt je namenjen analizi GSM signalov. Gre za zbirko
odprtokodnih programskih orodij napisanih v Pythonu. Za
procesiranje signalov uporablja aplikacijo GNU Radio.

Bistvo aplikacije je, da za zajem uporablja poceni RTL-SDR
sprejemnike (cena okrog 20 EUR), zelo verjetno
(netestirano) pa tudi USRP, HackRF, BladeRF in ostale
sprejemnike, ki so podprti s strani gr-osmosdr.

Aplikacije teCejo na Ubuntu 14.04 in 15.10, neuradno pa
tudi na Mac OS ter na Raspberry Pi 3.

Uporabiti je mogoce vec sprejemnikov (RTL-SDR kljuckov)
hkrati.



gT-gSsSm

grgsm_decode - aplikacija za dekodiranje CO (BCCH) kanala.
Aplikacija zna zajete signale dekodirati in posredovati Wiresharku,
zajete in desifrirane zvocne pogovore pa shraniti v zvocno datoteko.

grgsm_livemon - interaktivni monitor posameznega BCCH kanala
(analiza zajetih signalov poteka preko Wiresharka).

grgsm_scanner — aplikacija, ki preis¢e GSM frekvencni pas in izpise
podatke o najdenih baznih postajah.

grgsm_capture - aplikacija za zajem GSM signalov v datoteko (le-to
lahko kasneje analiziramo z grgsm_decode).

grgsm_channelize - aplikacija ki zajem sSirokega frekvencnega pasu
(ang. wideband capture) shrani v vec locenih datotek.



Lakaj RTL-SDR?
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cell_log.c:367 Measure from 8 to 124
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cell_log.c:367 Measure from 955 to 1023
H L( cell_leog.c:358 Measurement done
VISO a Cena e enw > cell_log.c:348 Sync ARFCN 79 (rxlev -57, 197 syncs left)
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> cell_log.
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1340 Sync ARFCN 19 (rxlev -64, 196 syncs left)

:340 Sync ARFCN 17 (rxlev -65, 195 syncs left)

1340 Sync ARFCN 113 (rxlev -65, 194 syncs left)

1340 Sync ARFCN 80 (rxlev -74, 193 syncs left)

:340 sync ARFCN 18 (rxlev -81, 192 syncs left)

:198 Cell: ARFCN=18 MCC=293 MNC=40 (Slovenia, Si.mobil)
1348 Sync ARFCN 28 (rxlev -81, 191 syncs left)

1340 Sync ARFCN 107 (rxlev -81, 198 syncs left)

1340 Sync ARFCN &' (rxlev -83, 189 syncs left)

1340 Sync ARFCN 114 (rxlev -84, 188-syncs left)

1340 sync ARFCN 16 (rxlev -85, 187 syncs left)

1190 Cell: ARFCN=16 MCC=293 MNC=48 (Slovenia, 5i.mobil)
1340 Sync ARFCN 81 (rxlev -85, 186 syncs left)

(x ] matej@cryptopia: ~fosmocom/osmocom-bb-raw/src/host/osmocon

Die ID code: 7e540b2fc90393bb

REG_DPLL=0x2413
CNTL_ARM_CLK=0xf0a1
CNTL_CLK=0xff91
CNTL_RST=0xfff3
CNTL_ARM_DIV=0xfff9

Power up simcard:

cell_log.

> cell_log.
cell_leg.c:
cell_tog.c:
cell_log.c:
cell log.c:34
cell_leg.c:
cell_leg.
cell_log.
cell_leg.c:
cell _log.c:
cell_log.c:
cell_log.
cell_log.c:

Sync ARFCN 112 (rxlev -86, 184 syncs left)
Cell: ARFCN=112 MCC=293 MNC=41 (Slovenia, iPKO)
Sync ARFCN 8 (rxlev -88, 183 syncs left)
Sync ARFCN 85 (rxlev -83, 182 syncs left)
Sync ARFCN 987 (rxlev -89, 181 syncs left)
Sync ARFCN 14 (rxlev -98, 188 syncs left)
Sync ARFCN 29 (rxlev -98, 179 syncs left)
Sync ARFCN 118 (rxlev -92, 178 syncs left)
Sync ARFCN 1014 (rxlev -93, 177 syncs left)
Sync ARFCN 45 (rxlev -94, 176 syncs left)
Sync ARFCN 66 (rxlev -94, 175 syncs left)
sync ARFCN 116 (rxlev -94, 174 syncs left)
Sync ARFCN 77 (rxlev -95, 173 syncs left)
Sync ARFCN 979 (rxlev -95, 172 syncs left)
cell_log.c: Sync ARFCN 118 (rxlev -96, 171 syncs left)
cell_leg.c: Sync ARFCN 119 (rxlev -96, 178 syncs left)
cell_log.c: Sync ARFCN 983 (rxlev -96, 169 syncs left)
cell_log.c:340 Sync ARFCN 986 (rxlev -96, 168 syncs left)

THIS FIRMWARE WAS COMPILED WITHOUT TX SUPPORT!!!
Assert DSP into Reset

Releasing DSP from Reset
Installing DSP sniff patch
Setting some dsp_api.ndb values
Setting API NDB parameters

DSP Download Status: 0x0001

DSP API Version: 0x0000 0x0000
Finishing download phase

DSP Download Status: 0x0002

DSP API Version: 0x3606 0x0000
LOST 3901!

LOST 3750!
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cell_log.c:340 Sync ARFCN 111 (rxlev -85, 185 syncs left)
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Narediti kabel in zagnati ROM /oader... Sledil je pregled baznih postaj.
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RTL-SDR 1n gr-gsm v praksil



Priprava sprejemnika

RTL-SDR je ceneni programski radio (software defined radio), ki za zajem
signala uporablja sprejemnik za digitalno televizijo (DVB-T) z RTL2832U
cipom.

Cena (z anteno vred) je okrog 20 EUR, se pa pred nakupom splaca
pozanimati na spletu kateri modeli se obnesejo bolje.

V Linux sistemmu moramo najprej dovoliti dostop do USB naprave (DVB-T
sprejemnika).

V naslednjem koraku je potrebno izrac¢unati lokalni frekvencni zamik nase
naprave (ang. /ocal oscillator frequency offset). Za kalibriranje uporabimo
aplikacijo Kalibrate. (V razvoju je tudi samodejna kalibracija).

Dobro je tudi vedeti, da RTL-SDR naprave potrebujejo ponovno kalibracijo, ko
se ogrejejo.



Kalibriranje

kal -s GSM900

Found 1 device(s):
©: Generic RTL2832U

Using device 0: Generic RTL2832U

Found Rafael Micro R820T tuner

Exact sample rate is: 270833.002142 Hz

kal: Scanning for GSM-900 base stations.
GSM-900:

chan: 1 (935.2MHz - 34.544kHz) power: 26821.42
chan: 9 (936.8MHz - 34.446kHz) power: 23766.67

chan: 11 (937.2MHz - 34.276kHz) power: 48466.55
chan: 18 (938.6MHz - 34.068kHz) power: 33449.90
chan: 24 (939.8MHz - 33.781kHz) power: 30602.44
chan: 26 (940.2MHz - 33.557kHz) power: 41546.99
chan: 112 (957.4MHz - 33.932kHz) power: 936013.05
chan: 116 (958.2MHz - 32.769kHz) power: 202920.01

chan: 124 (959.8MHz - 33.065kHz) power: 220760.63



Kalibriranje
kal -c 112

Found 1 device(s):
©: Generic RTL2832U

Using device ©: Generic RTL2832U

Found Rafael Micro R820T tuner

Exact sample rate is: 270833.002142 Hz
kal: Calculating clock frequency offset.
Using GSM-900 channel 112 (957.4MHz)

average [min, max] (range, stddev)
- 33.208kHz [-33262, -33161] (100,
29.194195)

overruns: 0
not found: ©
average absolute error: 34.685 ppm



Skeniranje baznlih postaj

grgsm_scanner -p 35

linux; GNU C++ version 4.9.1; Boost 105500; UHD 003

ARFCN:
ARFCN:
ARFCN:
ARFCN:

18,
24,
26,

124,

Freq:
Freq:
Freq:
Freq:

938.6M,
939.8M,
940.2M,
959.8M,

CID:
CID:
CID:
CID:

0,
1313,
501,
0,

LAC:
LAC:
LAC:
LAC:

100,
100,
100,

9,

MCC: 293,
MCC: 293,
MCC: 293,

MCC:

9,

MNC:
MNC:
MNC:
MNC:

.007.003-0-unknown

40,
40,
40,

9,

Pwr:
Pwr:
Pwr:
Pwr:

Aplikacija zazna BCCH kanal in na njem skusa zajeti ter dekodirati
sporocilo s katerim bazna postaja oglasuje svojo identifikacijo (Cell ID,

CID), kodo drzave (Mobile Country Code, MCC), kodo mobilnega

omrezja (Mobile Network Code, MNC) ter oznako lokacijskega
obmocja (Location Area Code, LAC).

-35
-33
-27
-29

Ce je signal presibek, je pri zajemu prislo do napak ali med zajemom

bazna postaja ni oddala sporocila, se na izpisu pojavijo nicle.



Skeniranje baznlih postaj

S temi podatki je mogoce pogledati v Open Cell ID bazo, kjer
dobimo Se tocno lokacijo bazne postaje.

Primer klica:

http://opencellid.org/#action=locations.cell&mcc=293&mnc=40&Iac
=100&cellid=1313
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Skeniranje baznlih postaj

Podatke Iahko tudi kontinuirano zajemamo v datoteko...

#!/bin/bash
echo "date;time;ARFCN;Freq;CID;LAC;MCC;MNC;Pwr" > data.csv
while true;
do
tmpf=%$(tempfile)
grtime="$(date +"%Y-%m-%d;%H" :%M:%S)"

echo "Scanning GSM... [ current time: $grtime. Hit CTRL+C to
stop!]"

stdbuf -oL grgsm_scanner -p 34 >&1 > $tmpf

more +3 $tmpf | awk -v x="$grtime" 'BEGIN {FS="[:, ]+"} {print
ll.ll$2ll.Il$4ll.ll$6ll.ll$8ll.ll$1@ll.ll$12ll.ll$14} >> data'csv

rm $tmpf

done



Skeniranje baznlih postaj

nato pa obdelamo v bazi.

create table gsmscan (date date, time time, arfcn text, freq text, cid text, lac text,
mcc text, mnc text, pwr text);

\COPY gsmscan from 'data.csv' with csv header delimiter ';';

alter table gsmscan add column bs_id text;

select freq, count(*) as num_of detections, min(pwr) as min_pwr, max(pwr) as max_pwr
from gsmscan group by freq, bs_id order by freq, num_of_detections;

freq | num_of detections | min_pwr | max_pwr
———————— e T
935.2M | 64 | -28 | -33
937.2M | 11 | -56 | -59
938.6M | 65 | -26 | -26
939.4M | 65 | -27 | -27
| | |

-27



Pregled posamezne bazne postaje

/3 pregled dogajanja na posamezni bazni postaji uporabimo
aplikacijo grgsm_livemon. Hkrati zazenemo se Wireshark za
analizo zajetih (dekodiranih) podatkov.

grgsm_livemon -p 35 -f 938.8M

wireshark -k -Y 'licmp && gsmtap' -i lo

Airprobe Rtlsdr €@ fp §erc = B 3 ®(1:33, 48%) 8.dec23:24 ¥

@ Airprobe Rtlsdr
01 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2}

clock_correction [ppml: ¥/ ¥0 A
File Edit View Go Capture Analyze Statistics Telephony Tools Intemals Help

(5 m g Q IT & EE @

Filter: | ticmp && gsmtap v | Expression... Clear Shran

gain: ¥ w43 N

center_frequency: ¥ ¥|/9.388e+08

No Time Source Destination Protocol Lengtt§ T T T T T T T 1
608 43.30878500€ 127.0.0.1 127.0.0.1 GSMTAP 81 ( 93e+08 9.4e+08 9.5e+08 9.6e+l
610 43.45222500€ 127.6.6.1 127.0.0.1 GSMTAP 8l ( E —Data0
612 43.45623000€ 127.6.0.1 127.0.0.1 GSMTAP 8l (
614 43.462722006127.0.6.1 127.0.6.1 GSHTAP 81 ( 0 i Powe
616 43.51803700€ 127.6.60.1 127.0.0.1 GSMTAP 8l (
618 43.52489900¢ 127.0.0.1 127.6.0.1 GSMTAP 81 ( i e
620 43.53026400€ 127.6.0.1 127.0.0.1 GSMTAP 8l (
622 43.58538300€ 127.0.0.1 127.0.0.1 GSMTAP 81 ( -20 -
624 43.58944200€ 127.6.0.1 127.0.0.1 GSMTAP 8l (
626 43.64576000€ 127.0.0.1 127.0.0.1 GSMTAP 8l ( 4
628 43.65512300€ 127.6.0.1 127.0.0.1 GSMTAP 8l (
630 43.66085300€ 127.6.0.1 127.0.0.1 GSMTAP 8l ( -40 -
632 43.71212300€ 127.6.6.1 127.0.0.1 GSMTAP 8l (
634 43.71768600€ 127.6.0.1 127.0.0.1 GSMTAP 8l ( 4 f
636 43.72115300€ 127.6.0.1 127.0.0.1 GSMTAP 8l ( =
638 43.78267500€ 127.6.0.1 127.0.0.1 GSMTAP 8l ( T 60
640 43.78544300€ 127.0.0.1 127.0.0.1 GSMTAP 8l ( 5
642 43.79372700€ 127.0.6.1 127.0.6.1 GSMTAP 81 ( 2 4
644 43.84476300€ 127.0.0.1 127.0.0.1 GSMTAP 8l ( &
»Frame 22: 81 bytes on wire (648 bits), 81 bytes captured (648 bits) on interface -80
»Ethernet II, Src: 00:00:00 00:00:00 (00:00:00:00:00:00), Dst: 00:00:00_00:00:00
»Internet Protocol Version 4, Src: 127.0.6.1 (127.0.0.1), Dst: 127.6.6.1 (127.0.8@ 1
»User Datagram Protocol, Src Port: 60524 (60524), Dst Port: 4729 (4729)
»GSM TAP Header, ARFCN: @ (Downlink), TS: @, Channel: CCCH (@) Alla)
»GSM CCCH - Paging Request Type 1
1204
00 00 00 00 00 00 00 00 00 00 00 00 08 00 45 00 & E 1
00 43 7c 2a 40 00 40 11 c@ 7d 7f 60 60 01 7f 60 .C|*e.@. .}
00 01 ec 6c 12 79 00 2f fe 42 62 04 01 00 00 00 ...L.y./ .B -140 -
e5 00 00 06 cd e5 02 00 00 00 15 06 21 00 01 fO " ' T T T T
938.000 938.500 939.000 939.500
Loopback: <live capturein p... Packets: 644 - Displayed: 312 (48,4%) Frequency (MHz)
[¢] 0o © [¢] b
06 24 00 41 8d 61 ac 85 92 ad 35 c8 b7 12 4a 07 8f 77 b4 83 2b 2b "

06 21 00 065 f4 f5 2e 5c 5a 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b

06 21 060 01 f@ 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b



Analiza v Wiresharku

BTC_RTLSDR_16_okt_2015.pcapng [Wireshark 1.12.1 (Git Rev Unknown From unknown)]

® ® - =m X Q¢ )3T 2 EBE vz @§®EEX @

Filter:|gsm_a.rr.algorithm_identiﬁer ~ | Expression... Clear Apply Shrani

No. Time Source Destination Protocol Length Info

196 3.611584000 127.0.0.1 127.0.0.1 811, N(R)=2, N(S)=1(DTAP) (RR) Ciphering Mode Command
3262 62.94887000€ 127.0.0. 1 127.0.0.1 LAPDm 81 I, N(R)=2, N(S)=1(DTAP) (RR) Ciphering Mode Command

» Frame 196: 81 bytes on wire (648 bits), 81 bytes captured (648 bits) on interface 0
» Ethernet II, Src: 00:00:00 00:00:00 (00:00:00:00:00:00), Dst: 00:00:00 00:00:00 (P0:00:00:00:00:080)
* Internet Protocol Version 4, Src: 127.0.0.1 (127.0.0.1), Dst: 127.0.0.1 (127.0.0.1)
» User Datagram Protocol, Src Port: 58596 (58596), Dst Port: 4729 (4729)
» GSM TAP Header, ARFCN: @ (Downlink), TS: 1, Channel: SDCCH/8 (4)
»Link Access Procedure, Channel Dm (LAPDm)
~GSM A-I/F DTAP - Ciphering Mode Command

* Protocol Discriminator: Radio Resources Management messages (6)

= =4 E T =4

~(Cipher Mode Setting
cee. ...1 =5C: Start ciphering (1)
.. 010. = Algorithm identifier: Cipher with algorithm A5/3 (2) I

» Cipher Mode Response

0030 7 00 00 Oc 0 89 68 60 04 00 03 42 0d GENESNE ........ ...B.15N
0040 2b 6 b2 13 85 5a 7e 93 b4 Of ac cc 80 31 c5 d2  +....7~. ..... 1..
0050 5f

O® Algorithm identifier (gsm_... Profile: Default



Analiza dogajanja na vseh baznih postajah

V prihodnosti se bo razvil modul, ki bo omogocal kontinuirano
skeniranje vseh najdenih baznih postaj ter analizo njihovega odzivanja.

Ze sedaj pa se lahko »igramo« takole...

#!/bin/bash

while true;

do
timeout 20s grgsm livemon -p 34 -f 935.2M
timeout 20s grgsm livemon -p 34 -f 936.6M
timeout 20s grgsm livemon -p 34 -f 938.4M
timeout 20s grgsm livemon -p 34 -f 942.6M
timeout 20s grgsm livemon -p 34 -f 943.4M
timeout 20s grgsm livemon -p 34 -f 947.2M
timeout 20s grgsm livemon -p 34 -f 951.6M
timeout 20s grgsm livemon -p 34 -f 952.2M
timeout 20s grgsm livemon -p 34 -f 954.2M

done



Razvoj cenenega GSM senzorja



Raspberry P1

Raspberry Pi predstavlja poceni a razmeroma zmogljivo platformo za
razvoj razlicnih senzorskih sistemov.

Prva razliCica Raspberry Pi uporablja ARMv6 procesor, na katerem
gr-gsm (oz. nekatere komponente GNU Radia) niso podprte.

Raspbery Pi 3 pa ima precej bolj zmogljiv 64-bitni ARMv7/ procesor.

Z3a Raspberry Pi platformo pa Ze obstajajo razlicne aplikacije za
analizo signalov...




Raspberry Pi

=R = B m @ 4 =

T RPi - VPN dostop #
' Menu QQD : - * @ - pi@raspberrypi: ~ ||‘-:qu 231 -rtl=0 E;_E' q# :: [ a3 x] 23:5!
Cqrx2.3.1 - rtl=0 ElIEE

File Tools View Help

o mBLH & 8 , | 5
00 & 0 20 U 3 3 = @Im

-39 5.5 0 0 kH:

Hardware freq 91.000000 MHz |__|

Filter Norrmal - |
-

-100

pDsP

FFT Settings | Audio |

Gqrx - aplikacija za poslusanje AM, FM (s podporo za RDS) in SSB radia.



Raspberry P1

Freq Show - Raspberry Pi RTL-SDR frekvencni skener
(originalno sicer namenjen delovanju z PiTFT mini zaslonom, 3
se ga da »predelati« tudi za uporabo na obic¢ajnem zaslonu).



Raspberry P1 1n gr-gsm

Na testnem sistemu smo uporabili operacijski sistem Raspbian
Jessie 8.0 z GNU Radio Companion 3.7.5 (verjetno bi se dalo
prevesti tudi kaksno novejso razlicico).

Tako lahko z nekaj vztrajnosti na RPi 3 namestimo tudi gr-gsm...

pi@raspberrypi: ~ Rl Esocw 3 o B 3 ®(1:02,43%) @) 1.apr20:48 {if
P pi@raspberrypi:~ $ kal -s GSM900
Found 1 device(s):
= 0: Generic RTL2832U
Using device 0: Generic RTL2832U
=== Found Rafael Micro R820T tuner
* » Exact sample rate is: 270833.002142 Hz
kal: Scanning for GSM-900 base stations.
' GSM-900:

chan:
chan:
chan:

chan:
chan:

e chan:

1 (935.2MHz -
9 (936.8MHz -

11 (937.2MHz

: 18 (938.6MHz

24 (939.8MHz
26 (940.2MHz

34.544kHz)

34.446kHz)
34.276kHz)
34.068kHz)
33.781kHz)
33.557kHz)

power:
power:

powe
powe

power:
power:

chan: 112 (957.4MHz - 33.932kHz)
chan: 116 (958.2MHz - 32.769kHz)
chan: 124 (959.8MHz - 33.065kHz)
pi@raspberrypi:~ $ kal -c 112
Found 1 device(s):
0: Generic RTL2832U

Using device 0: Generic RTL2832U

Found Rafael Micro R820T tuner

Exact sample rate is: 270833.002142 Hz

kal: Calculating clock frequency offset.

Using GSM-900 channel 112 (957.4MHz)

average [min, max] (range, stddev)
- 33.208kHz [-33262, -33161]
overruns: 0

not found: ©

average absolute error: 34.685 ppm
pi@raspberrypi:~ $ grgsm_

grgsm_capture.py
pi@raspberrypi:~ $ grgsm_scanner -p

35
linux; GNU C++ version 4.9.1; Boost 105500; UHD 003.

ARFCN: 18, Freq: 938.6M, CID: 0, LAC:
+ ARFCN: 24, Freq: 939.8M, CID: 1313, LAC:
‘g, ARFCN: 26, Freq: 940.2M, CID: 501, LAC:
ARFCN: 124, Freq: 959.8M, CID: 0, LAC:

—  pi@raspberrypi:~ 3 [I

26821.
23766.
48466 .
33449.
30602.
41546.
power:
power:
power:

936013.05
920.01
220760.63

(100, 29.194195)

grgsm_channelize.py grgsm_decode

MCC:
MCC:
MCC:

007

grgsm_livemon

.003-0-unknown

MNC: 40,
MNC: 40,
MNC: 40,

MCC: MNC: 0,

grgsm_scanner
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/akaj monitoring omrezja?



Overovitev omreZzja in IMSI lovilci

GSM tehnologija je bila razvita na nacin, da je bila vsa
logika na strani omrezja, mobilni telefoni pa so bili smatrani
kot »neumni odjemalci«. Zato GSM omrezje vsebuje
mehanizme za overovitev mobilnega telefona, mobilni
telefon pa ne more overiti omrezja.

Mobilni telefon ne ve v katero omrezje se je povezal!

Posledica: v mobilno omrezje je mogoce postaviti lazno
bazno postajo, ki ugrabi promet tarce.

Taksna naprava se imenuje IMSI lovilec (/IMSI Catcher).

Te naprave uporabljajo preiskovalni organi in obvescevalne
sluzbe, obstajajo pa tudi odprtokodni projekti IMSI lovilcev.



Primeri IMSI lovilcev

L=y
T L.
i




IMSI lovilec in Sifriranje

IMSI lovilec Iahko izkljuci ali degradira Sifriranje.

Ko je mobilni telefon povezan na lazno bazno postajo, mu le-
ta lahko ukaze izklop sifriranja.

Vendar pa GSM standard priporoc¢a ("should") obvescanje
uporabnika kadar komunikacija ni Sifrirana (3GPP Rel.9 TS
33.102-920 "3G Security Architecture” 5.5.1 Visibility,
ciphering indicator feature - 3GPP TS 22.101")




IMSI lovilec in Sifriranje

Vendar pa se to obvestilo ne prikaze, Ce je tako nastavljeno na
SIM kartici.

The ciphering indicator feature may be disabled by the home
network operator setting data in the SIM/USIM. If this feature is
not disabled by the SIM, then whenever a connection is in
place, which is, or becomes unenciphered, an indication shall be

given to the user. Ciphering itself is unaffected by this feature,
and the user can choose how to proceed;"”

3GPP TS 22.101 specification (R99 22.101-3.17.0), section 13,

"Types of features of Ues”



IMSI lovilec in Sifriranje

Nekateri mobilni telefoni obvestilo izpisejo slabo vidno,
nekateri pa ga sploh ne izpisejo.



Funkcionalnost IMSI lovilcev

A) Ko ga vklju¢imo, vsem telefonom na obmocju poslje
Location Update Request. Telefoni se povezejo nanj in se
identificirajo s svojo IMSI stevilko. IMSI lovilec nato
telefonom poslje Location Update Reject.

»Polovimo« vse IMSI stevilke na doloCcenem obmocdju.
Sledimo tarci in postopek ponaviljamo na razlicnih lokacijah,

dokler presek ulovljenih IMSI stevilk ni enak 1 (oz. stabilen).

B) IMSI lovilec tar¢i ponuja omrezno povezljivost. S tem
izvaja MITM napad.

Izkljuci sifriranje (A5/0) in omogoc¢a neposredno
prisluskovanje.

Degradira Sifriranje (A5/2, A5/1) in s tem omogoc¢a lazjo
kriptoanalizo zajetih podatkov.
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sekretar komisije
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Vioga za soglasje k izvedbi naroéila na podlagi Uredbe o obrambnih in
zaupnih naro&ilih*'

ZADEVA:

V skladu s 5. clenom Uredbe o obrambnih in zaupnih narogilin (Uradni list RS, &t. 80/07), ki
doloa, da mora narognik za izvedbo narodila po navedeni uredbi predhodno pridobiti
soglasje medresorske komisije, imenovane s strani Viade Republike Slovenije, vas presimo
za soglasje k izvedbi slede&ega zaupnega narodila:

1. Naziv ter naslov narocnika, ki bo izvedel naroGiio po Uredbi o obrambnih in zaupnih

narocifih:
Ministrstvo za notranje zadeve, Policija, Stefanova 2, 1501 Ljubljana

2. Predmet narocila:
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ic/subscriberRegistry/trunk#

_lroot@bt: ~fopenBis/public/openbts/tr

") )

<0011
<0011 >
<0811=>
<0011>
<B011>
<BO11>
<B011=>
=0011>
<0011>
=0(811>
<0011>
<0011
<BB1]1 >
<0il11>
<B811=
<0011>
20011 >
<0811
<D011>

trx.
trx.
trx.
trx.

tra.c:

trx.
trx.
trx.
trx.
trx.
trx.
trx.
trx.
trx.
trx.

trx.c:

trx.
trx.
trx.

Ali izdelava lastnega IMSI lovilca?

root@bt: —fopenBtsfpublicfopenbtsftrunktapps 77x20

TRX
TRX
TRX
TRX
TRX

Z TRX

TRX
TRX

* TRX

TRX

2 TRX
2 TRX

TRX
TRX
TRX

2 TRX

TRX
TRX

2 TRX

Data 25706:0:C

Data 25767:0:0:
: 14201404481 448700210201 0804350

Data 25708:0:(

Data 25709:0:0:

CLK Indicatien

Data 25757:0:0:F
Data 25758:0:0: 2
:4039842540006074900058000200220

Data 25759

Data 25760:0:0:

CLK Indication
Data 2580
Data

Data 25816:0:0:

Data 25011:9:0:

CLK Indicatien
Data 25859:
Data 25860:
Data 25861:
Data 25B862:0:

:B16aB80a4a022]1549695%2a345085401 000

01 8al 2291 62449ae0426548042a 14480

4471 420406540070a810001a21 2280
25786

5221040040211 28060049a0
F440000e102854a018a1 600

41a5420520542865688022012a16200
25757

:B2c074272bod467e 30ba41 43d 79220
:0:618bfhboa7ffcofishs2440fat7c70

27af 25tocal1baes6odbes288b16310
aSlbcesfonlpeafebasdzf3illc 21610

25808

:a847551a31 4dc066907c41 6bO551 30

a744p0eal 647eBabTet003d f 5460
zfasshezsiice7aff150011 78680

19581ac 70181 285107a0b57d681 feT0

Further hacks on the Calypso platform or How to turn a phone into a BTS, Sylvain
Munaut, 29C3, 29. december 2012,
<http://events.ccc.de/congress/2012/Fahrplan/events/5226.en.html>.




Laznavanje IMSI lovilca?

Zaradi zasnove GSM omrezja se tej ranljivosti ni mogoce
Izogniti.

Sicer je uporabo IMSI lovilca teoreticno mogoce zaznati...
- Cather Cather (temelji na Osmocom-BB);

- SnoopSnitch;
- Android IMSI-Catcher Detector (AIMSICD).

...vendar pa nobena od detekcijskih naprav/aplikacij (Se) ni
primerna za uporabo s strani obicajnih uporabnikov oz.
dovolj zanesljiva. Poleqg tega potrebuje tocno doloceno
strojno opremo.



Catcher Catcher

(Osmocom platforma)

matej@cryptopia: ~/catchercatcherfosmocom-bb/src/host/layer23/src/mobile

matej@cryptopia: ~fosmocom/osmoco...

IMEI req: O
SilentsSMS: ©

status flag: GREEN
DsmocamBB# show catcher

llnk establishment
rach sent: 2
paging: 0]
imm_ass:
assign:
handover:
release:
tune:
failure:
current:
high pwr:

cipher mode
request:
response:
no cipher:
no IMEISV: ©

1
(6]
(¢]
1
1
(6]
(¢]
0.

[ ==

first alg:

A5/1

last alg: A5/1

cell monitoring
camped: 0]
MCC: 293 (293, @)
MNC: 40 (40, 0)
LAC:
CID:

data exchange
IMSI req: ©O
IMEI req: @
SilentSMS: ©

status flag: GREEN

® matej@cryptopia: ~/catchercatcherfosi

Catcher status for MS '1'
link establishment
rach sent: 78
paging: 1
imm ass: 0
assign: 0
handover: O
release: 0
tune: 0
failure: 0
current: 1
high pwr: -
cipher mode
request: 0
response: 0
no cipher: 0
no IMEISV: O
first alg: A5/0
last alg: A5/0
cell monitoring
camped: 0
MCC: 293 (293, 0)
MNC : 41 (41, 0)
LAC: 11 (11, 0)
CID: KkoKokk(kokok )
data exchange
IMSI req: O
IMEI reqg: O
SilentSMS: 0
status flag: RED




AIMSICD

(Android, poseben radijski Cip)

% il 36% W 20:37 Q T .all 34% (W 21:31 % il 88% ) 08:45

AIMSICD i ¥

Device Information TRACKING
I T »z  Stop Monitoring Cell
IMEL: Details
RIL Version: 01

Stop Tracking Cell

SIM Information Details

Country: si CelllD -
Operator ID: 2934(
Operator Name: N/A Device Details
IMSI:

Serial: Cell Information

Cell ID:
Lat:

Lng:
Network Information MCC:

Provider Name: Si.mobil AT Command Processor MNC: 40

Provider Code: Samples: ° . "
Type: UM Database Viewer
LAC: 5 |\
CID: Map Viewer o ic, i
PSC: !
Roaming: false SETTINGS 2
Data Activity: None &
Data Status: Disconnected @ Preferences oot

vetErrarsha
fakuilcta

’; Backup Database

8 Gertiteva uica



SnoopSnitch

(samo na napravah z Qualcommovim DIAG kernel gonilnikom)

FONICE® 2 4 & W & =48 22:49 = ulll B 16:37 =l @ 16:36
SnoopSnitch SnoopSnitch SnoopSnitch
App I1D: 8283829c App ID: 25ea434b App ID: 25ea434b
gt'"_,l F L |
Last analysis: Dec 27, 2014 10:48:03 PM 40O
+ g . +
SMS & SS7 4
attacks - = m
idu] IMSI 10 10 10 10 ;“;‘ :
Catcher S 5 = — [ 4 l g !
HE ] E B
H B H H EE
N u _H_EE
m w

24 hours last hour ”‘{}
[ ‘t s Netherlands |
((ﬂD s Start Test ”~a 7777
Intercept Impersonation

Provider results in
Czech Republic

comparison:
higher I A = l
protection L i
D 5 =
Your network —® !
® 02 Austria
—@® . Liechtensiein l
v/ | Switzerland

—A — o g
® vodafone ® Frotactian B Enough data @

Belgium
Luxembourg

O Your test result

[ Avcve
O Average +
protection W 6eow O
3G 2G 2G Leaflet | Security Research Labs . Leaflet | Security Research Labs

o O = = T = E S —



Senzorska mreza?

Kaj pa zaznavanje sprememb na omrezju z RPi gr-gsm senzorji?
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