Mobilile

Securil |

Matej Kovacic
ttttt ://pravokator.si



Mobile telephony does not have built-in proper
authentication.

Caller or. SMS sender is “authenticated” only by his mobile
number.

Result: Caller ID spoofing is possible!

There is also lack of authentication among telecom
providers.

Result: several possible attacks on SS7 infrastructure!

Mobile network is not authenticated to the mobile phone.

Result: foake base stations (i. e. IMSI catchers) could be
used!
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<http://provider.com/sms/json?
username =xxxxxxxx&password=xxxxxxxxx&from=Phreaker&to=38631123456&text=Sending
%200f%205SMS%20from%20number%20which%20is%20n0ot%20a%20number. >
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2 e OpenVPNand...

192.168.56.101

1 2 3
cess to the trixbox web GUI use this URL
System Status Packages PBX System Setti etl] hitp:ss10.0.2.15 abc def
K} PBX Status: trixbox1.localdomain () etll http:/-192.168.56.181 4 5 6
Vi n ghi jkl mno
R e e O O e N AR - help on trixbox commands you can use from t 7 8 9 . °
Uptime : : ¢nmand shell type help-trixbox. pars T wxyz \d/
System uptime: 6 minutes, 9 seconds . .
Last reload: 6 minutes, 9 seconds ~ixboxl login: root * 0 #
jetiveichannel(s Thu Feb 2 19:41:29 on ttyl
Peer User/ANR [trixboxl.localdomain ~1# ifconfig tun®
0 active SIP dialegs Link encap:UNSPEC HWaddr 08 -80-80-00 0k I )

inet addr:18.8.8.18 P-t-P:18.8.8.17 Mask:255.255.255.255
UP POINTOPOINT RUNNING NOARF MULTICAST MTU:1588 HMetric:1
RX packets:19 errors:8 dropped:8 overruns:8 frame:B8

TX packets:11Z errors:8 dropped:B overruns:B carrier:8

Sip Peers collisions:B txgqueuelen:188

Name/username RX bytes:184Z24 (18.1 KiB) TX bytes:16714 (16.3 KiB)

sip
2000 [(INESES RSN [ trixboxl . localdomain
leee/1000 192.168.56.1

i : 8 online, 2 offlifne Unmonitored: 1 online, @ offlinel

sip (N : 5060
1 SIP registrations

1

£ @ S0 © Bright curl

dnsmgr Username Perceived Refresh State

Host Mask Port Status ! \( )
A nnline A affline A unmanitaredl = y \
|
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CallerID spoofing

trixbox - Admin Mode - Mozilla Firefox

trixbox - Admin Mode

= 192.168.56.101

O PBX Status: trixbox1.localdomain ()

Version

Asterisk 1.6.08.26-FONCORE-r78 built by

Uptime - -
System uptime: 7 hours, 5 minutes, 43 sd = trixbox-AdminMode

Last reload: 1 hour, 18 minutes, 54 secd .

192.168.56.101

trixbox - Admin Mode - Mozilla Firefox

- @[5

lActive Channel(s) | -

Peer User/ANR call I System Status Packages
8 active SIP dialogs

SAp.Regilry Sefup | Tools

Host Username

8 SIP registrations.
System Status

PBX System Settings Help
Admin | Reports Panel Recordings Help

Extension: 1000

& Delete Extension 1000
& Add Follow Me Settings

Sip Peers )
Module Admin

Name/username Host

2000 (Unspecified) .

1000/1088 192.168.56.1 |EﬂE”S'0“S

2 sip peers [Monitored: 1 online, 1 offl Feature Codes
[AX2 Registry
Host dnsmgr Username | oyuthound Routes
8 IAX2 registrations.

[AX2 Peers

Name/Username Host Ma

O, () 25

1 iax2 peers [1 online, @ offline, 8 unm

General Settings

Support
Trunks

Inbound Routes
Zap Channel DIDs

Subherribg Rlatif

Announcements

| English -

Add Extension

Matej 2 <2000=>
Edit Extension

Display Name Matej 1
CID Num Alias
SIP Alias

Extension Options

Outbound CID e <3cc D -

Blacklist . )
acklls Ring Time [ Default - |
CalleriD Lookup Sources o
Day/Night Conrol Call Waiting | Enable 2|
Call Sereaninn Dizahle = -
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SVNSM-

25.02.2012 | 23:41:22| 0:00:04 0 Si.mobil | 38640222xxx In
SVNSM-

25.02.2012 | 23:43:21| 0:00:02 0 Si.mobil | 38640444xxx In
SVNSM-

25.02.2012 | 23:45:04 | 0:00:02 0 Si.mobil | 38640666xxx In
SVNSM-

25.02.2012 | 23:46:37| 0:00:02 0 Si.mobil | 38640888xxx In




GSM module to open garage or front door

We offer a useful device with a simple phone call opens or closes the automated garage or front door.

GSM module is a device which allows an authorized user to open or close the door. Device recognizes up to five
specific phone numbers from which they can call on a GSM module which opens or closes the door.

Iku d.o.o. offers you:

o delivery of a package with instructions for use,
o mounting points agreed upon (please call us and we will send you the offer).

Using the GSM module to open the door:

on automated garage, front door or other GSM module is installed, in which the records are up to five phone
{mobile)} numbers, which is possible with 3 quick phone call, in order to door opened or close the door. This method
accounts for the use of remote controls or additional equipment and appliances, because we assume that the
mobile phone is already




Some GSM basics

Base Mﬂlbilﬂ. Gaifew?}r-Mobi :
Transceiving Switching Switching
Station Centre Centre
Base
Station
U Controller
-

signalling Point

Mobile Transcoder/Rate

Adaptor Unit \\

st T-hased: AB,C.F,
MSC=ISDN-switch

G5M-specific: Um
and Abis

(E Dr.-Ing Joachim Goller

Scheme of the GSM network, source: www.gsmfordummies.com.

SIM card and mobile equipment, IMSI, TMSI, A5/x, “broadcast
channels” and data channels...



to connect to '/tmp/osmocom sap'.
during sap open(), no SIM reader
cell_log.c:803 Scanner initialized

e initialized, please start phone now!
cell_log.c:367 Measure from 0 to 124

Use Of phones c<000e> cell_log.c:367 Measure from 512 to 885

. cell_log.c:367 Measure from 955 to 1623
Wlth Cal SO cell_log.c:358 Measurement done
)/F) cell_log.c:340 Sync ARFCN 79 (rxlev -57, 197 syncs left)
. cell_log.c:348 Sync ARFCN 19 (rxlev -64, 196 syncs left)
Chlpset e cell_log.c:340 Sync ARFCN 17 (rxlev -65, 195 syncs left)
cell_log.c:340 Sync ARFCN 113 (rxlev -65, 194 syncs left)
cell_log.c:340 Sync ARFCN 80 (rxlev -74, 193 syncs left)
cell_log.c:340 Sync ARFCN 18 (rxlev -81, 192 syncs left)
cell_log.c:198 Cell: ARFCN=18 MCC=293 MNC=48 (Slovenia, Si.mobil)
cell_log.c:348 Sync ARFCN 28 (rxlev -81, 191 syncs left)
cell_log.c:340 Sync ARFCN a@? (rxlev -81, 196 syncs left)
cell_log.c:348 Sync ARFCN & (rxlev -83, 189 syncs left)
cell_log.c:340 Sync ARFCN 114 (rxlev -84, 188-syncs left)
cell_log.c:340 Sync ARFCN 16 (rxlev -85, 187 syncs left)
cell_log.c:190 Cell: ARFCN=16 MCC=293 MNC=48 (Slovenia, Si.meobil)
cell_log.c:348 Sync ARFCN 81 (rxlev -85, 186 syncs left)
cell_log.c:340 Sync ARFCN 111 (rxlev -85, 185 syncs left)
cell_log.c:340 Sync ARFCN 112 (rxlev -86, 184 syncs left)
cell_log.c:198 Cell: ARFCN=112 MCC=293 MNC=41 (Slovenia, iPKO)
cell_log.c:340 Sync ARFCN 8 (rxlev -88, 1B3 syncs left)
cell_tog.c:340 Sync ARFCN 85 (rxlev -89, 182 syncs left)
cell_log.c:348 Sync ARFCN 987 (rxlev -89, 181 syncs left)
cell log.c:340 Sync ARFCN 14 (rxlev -98, 180 syncs left)
cell log.c:340 Sync ARFCN 29 (rxlev -96, 179 syncs left)
cell_log.c:340 Sync ARFCN 110 (rxlev -92, 178 syncs left)
cell_log.c:348 Sync ARFCN 1614 (rxlev -93, 177 syncs left)
cell_log.c:348 Sync ARFCN 45 (rxlev -94, 176 syncs left)
cell_log.c:340 Sync ARFCN 66 (rxlev -94, 175 syncs left)
cell log.c:340 Sync ARFCN 116 (rxlev -94, 174 syncs left)
cell log.c:348 Sync ARFCN 77 (rxlev -95, 173 syncs left)
cell_log.c:340 Sync ARFCN 979 (rxlev -95, 172 syncs left)
cell_log.c:340 Sync ARFCN 118 (rxlev -96, 171 syncs left)
cell_log.c:348 Sync ARFCN 119 (rxlev -96, 178 syncs left)
cell_log.c:348 Sync ARFCN 983 (rxlev -96, 169 syncs left)
cell_log.c:340 Sync ARFCN 986 (rxlev -96, 168 syncs left)

matej@cryptopia: ~fosmocom fosmocom-bb-raw/src/hostfosmocon
1 7e540b2fc98393bb

CNTL_ARM_CLK=0xf0al
CNTL_CLK=0xff91
CNTL_RST=0xfff3
CNTL_ARM_DIV=0xfff9

THIS FIRMWARE WAS COMPILED WITHOUT TX SUPPORT!!!

[Assert DSP into Reset

Releasing DSP from Reset
Installing DSP sniff patch
Setting some dsp_api.ndb values
Setting API NDB parameters
DSP Download Status: ©x0001
DSP API Version: 0x0000 0x0000
Finishing download phase

DSP Download Status: 0x8002
DSP API Version: 0x3606 0x0000
LOST 3901!

LOST 3750!

™| Terminal® Terminal1 Terminal2 Terminal3 Terminal4

Running the applications

Connecting the phone to a8 computer with a for capture and analysis.

special cable and loading modified ROM...



Receiver Options ®

4 14.400

Hardware freq: 92.991000 MHz

Filter width | Wide = -
Filter shape | Normal = /

Mode Narrow FM 2| | #

AGC |Fast Sit. ‘

Spremenili oziroma dopolmh
el 0.0dBFS |) (A smo.naslov parlamentarne Konference
NB1 NB2 »

96.511

tor 13 okt 2015 15:23:00 CEST tor 13 okt 2015 16:2
Input controls | Receiver Options | FFT Settings POP TV(PRO PLUS) Kar bo, pa bo | Kar bo, pa bo
Audio ® KANAL A(PRO PLUS) Zlom Zmes3ana ...
i PLANET TV(ANTENNA TV) Allo allo
“"‘"“’1"\“wn\““w“‘r“v”p" o TV3 MEDIAS(AGENCIJA MEDIAS) | Ezoterika Klepet ob kavi
] GOLICA TV(GOLICA TV)
- '. SLO1(RTV SLOVENIJA) [> | Potepanja - Barangolasok ces |[e || Profil Poro...
s @ ol Q ® [ SLO1(RTV SLOVENIJA) - Potepanja - Barangolasok €| < 23




gT-gsm

oolset for capture and analysis of GSM si
grgsm_livemon -p 35 -f 938.8M

wireshark -k

-Y "licmp && gsmtap' -1 1lo

grgsm_scanner -p 35

Airprobe RElsdr

s 01 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2i

File Ed o

® ® L]

Filter: | ticmp 8& gsmtap

No Tine Source
608 43.39878500€127.0..
616 43.45222506€127.6,
612 43.45623006€ 127..6.
614 43.46272206€127..6.
616 43.51803760€ 127..
618 43.52489900€ 127 .
620 43.53026400€ 127 .
622 43.58538300€ 127 .
624 43.58944200€ 127 .
626 43.64576000€ 127 .
628 43.65512300€127.0..
630 43.66085306€ 127..6.
632 43.71212366€ 127.6.
634 43.71768606€127..0.
636 43.72115306€ 127..6,
638 43.78267500€ 127.0
640 43.78544306€127..6,
642 43.79372766€127.0..
644 43.84476300€127.0.0.1

coooooo000

i
0.1
.0.1
.0.1
.0.1
.0.1
0.1
.0.1
.0.1
0.1

0
0
]
]
0
]

0.1
.0.1
0.1
.0.1
.0.1
.0.1

0.1

»Frame 22: 81 bytes on wire (648 bits), 8
»Ethernet II, Src: 00:60:00_00:00:00 (00:

phony Tools Internals Help

Destination

> Internet Protocol Version 4, Src: 127.0.0.1
»User Datagram Protocol, Src Port: 66524 (60524), Dst Port: 4729 (4729)
»GSM TAP Header, ARFCN: O (Downlink), TS: @, Channel: CCCH (6)

»GSM CCCH - Paging Request Type 1

0000 00 00 00 00 00 00 00 00
0010 60 43 7c 2a 40 60 40 11
0620 00 01 ec 6c 12 79 09 2f
0630 5 00 00 6 cd 5 02 00

@ 1 annhack: <live canture inn

00 00 60 60 08

IT 4B

v | Expression... Clear A;

()
o1
00

80 00 15 06 21 60

Packets: 644

linux; GNU C++ version 4.9.1; Boost 105500;

ARFCN: 18, Freq
ARFCN: 24, Freq
ARFCN: 26, Freq
ARFCN: 124, Freq

938.6M,
939.8M,
940.2M,
959.8M,

CID:
CID:
CID:
CID:

9,
1313,
501,
9,

LAC
LAC
LAC
LAC

GSHTAP
GSHTAP
GSHTAP
GSHTAP
GSHTAP
GSHTAP
GSHTAP
GSHTAP
GSHTAP
GSHTAP
GSHTAP
GSHTAP
GSHTAP
GSHTAP
GSHTAP
GSHTAP
GSHTAP
GSHTAP
GSHTAP

1 bytes captured (648 bits) on
00:00:00:00:00), Dst: 00:00:00
(127.0.6.1), Dst: 127.6.8.

45 60 .
7160 .Cjte.e
00 60 Ly./

0

Dicnlaved: 312 (48 4%)

UHD_003.007

.

Protocol Lengtt |

B @

pply Shral

interface
)_00:00:00
1 (127.0.9)

100,

10
10

9,
9,
9,

gnals.

Airprobe Rlsdr

T

clock_correction [ppm]: ¥ ¥ |0

qain: ¥ v |43 N

center_frequency: [¥|[9.388¢+08 e
9.3+08 9.4e+08 9.50+08 9.6et

Power (dB)

-100

1204

1404

40
60
80|

MCC
MCC
MCC
MCC

938.000

293,
293,
293,

9,

938.500

MNC
MNC
MNC

MNC:

.003-0-unknown

939,000

40,
40,
40,

9,

939.500

Pwr
Pwr
Pwr
Pwr

-Data0

~ Minimum Powe

~ Maximum Powe

35
33
27
29



GSM security analysis 1n 2012

mobitel_dokaz.pcap [Wireshark 1.6.7 ]

S &l el mEXCE Q- 3T 4 BB sl & -
Filter: |lapdm = Expression... Clear Apply
Destination Protocol Length Info

127.0.0.1 LAPDm 81 U, func=UIl

127.0.0.1 LAPDm 81 U, func=UI({DTAP) (RR) System Information Type 5
127.0.0.1 LAPDm 81 U F, func=UA(DTAP) (RR) Paging Response

127.0.0.1 LAPDm 81 I, N(R)=1, N(5)=0(DTAP) (RR) Ciphering Mode Command
127.0.0.1 LAPDm 81 U, func=UI{DTAP) (RR) System Information Type 3
127.0.0.1 LAPDm 81 U F, func=UA(DTAP) (MM) CM Serwvice Reguest
127.0.0.1 LAPDM 81 I, N(R)=1, N(S)=0(DTAP) (RR) Ciphering Mode Command
127.0.0.1 LAPDm 81 U, func=UIl

127.0.0.1 LAPDm 81 U, func=UI{DTAP) (RR) System Information Type 5
127.0.0.1 LAPDmM 81 U F, func=UA(DTAP) (RR) Paging Response

127.0.0.1 LAPDm 81 = = i i and

P Protocol Discriminator: Radio Resources Management messages
DTAP Radio Resources Management Message Type: Ciphering Mode Command (0x35)
.1 = SC: Start ciphering (1)
. = Algorithm identifier: Cipher with algorithm A5/1 (0)

.0 ... = CR: IMEISV shall not be included (0)

DD"'D 00 A2 kL7 @1 AN NN AN 11 oC & T NN oan N1 7F NN . i ]

0020 00
0030 24
0040 2b
0050 2b +

@ Algorithm identifier (gsm_a.algorithm_identifier), 1... - Packets: 671 Displayed: 11 Marked: 0 Load time: 0:00.018 Profile: ...

Some mobile operators were using A5/1 ciphering...



GSM security analysis 1n 2012

lo (loopback) [Wireshark 1.7.2 (SVN Rev 42711 from /trunk])] A BEBsl B & fy «) 19:26 R offlinehacker %
é File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

EIE BB e e CEXE L 2FL[EE QR @WEER 8

Filter: Igsmtap Ll Expression... Clear Apply Save |
‘!i No. |Time | Source | Destination | Protocol | Lengthl Info :I_
” 3825 68.987088000 127.0.0.1 127.8.8.1 GSMTAP 81 (CCCH) (RR) Paging Request Type 1
3826 69.013994000 127.0.0.1 127.8.8.1 GSMTAP 81 (CCCH) (RR) Paging Request Type 1
E 3827 69.033247000 127.0.0.1 127.0.0.1 GSMTAP 81 (CCCH) (RR) Immediate Assignment
3828 69.107356000 127.0.0.1 127.8.8.1 LAPDm 81 U, func=UI(DTAP) (RR) System Information Type 5
3846 69.176329000 127.0.0.1 127.0.0.1 LAPDm 81 U, func=UI
3847 69.195339000 127.0.0.1 127.8.8.1 LAPDm 81 U, func=UI
N 3851 69.264335000 127.0.0.1 127.8.8.1 LAPDm 81 U P, func=SABM(DTAP) (RR) Paging Response
8 3861 69.430295000 127.0.0.1 127.8.8.1 LAPDm 81 U F, func=UA(DTAP) (RR) Paging Response
™ 3878 69.499130000 127.0.0.1 127.8.8.1 LAPDm 81 I, N(R)=8, N(5)=08(DTAP) (RR) Classmark Change J
_ 3882 69.578184000 127.0.0.1 127.8.8.1 LAPDm 81 U, func=UI(DTAP) (RR) System Information Type 5
3890 69.647263000 127.0.0.1 127.8.8.1 LAPDm 81 U, func=UI(DTAP) (RR) Measurement Report
ﬁ o 3891 A9.ARS25208A 127.A.A.1 127.8.0.1 L APDm 81 T. N(R)=1. N(S)=A (Fraament) | _Iﬂ
a4 3
T — ST COPTUITITy T oo T T PT COpPOUItITy— TUTI T SOt IO SuPpYT t o MoT I Tt oMo Te o PO T o PO oTTo B
& .8.. = VBS notification reception: no VBS capability or no notifications wanted
..0. = VGCS notification reception: no VGCS capability or no notifications wanted

... ...1 = FC Frequency Capability: The MS does support the E-GSM or R-GSM

1... .... = CM3: The M5 supports options that are indicated in classmark 3 IE

— .0.. .... = Spare: @

- ..1. .... = LC5 VA capability (LCS value added location request notification capability): LCS value added location reguest notification capability supporte
o ..1 .... = UCS2 treatment: the ME has no preference between the use of the default alphabet and the use of UCS2

.... B... = SoLSA: The ME does not support SolLSA

.... .B.. = CMSP: CM Service Prompt: Network initiated MO CM connection reguest not supported

— ..k..1. = A5/3 algorithm supported: encryption algorithm A5/3 available

/ ee.. ...B = A5/2 algorithm supported: encryption algorithm AS5/2 not available

41 [ >

0030 3c d4 00 1f f5 96 68 60 0O B0 1 00 45 06 16 83 <....... e
0040 53 19 20 09 60 14 28 04 0 01 Ga 10 80 2b 2b  S.J .T.( ...... +

0058 2b +
-_

If mobile phone said it supports A5/3...

(K1) I—

m
O

4




GSM security analysis 1n 2012

lo (loopback) [Wireshark 1.7.2 (SVN Rev 42711 from ftrunk])] A Esl B\ = 1y «) 1928 1R offlinehacker %

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

SEeee pPEAXEE AerwTLEEQQAf EEH % 8

®
' FiIter:Igsmtap LlExpression... Clear Apply Save |
‘!i No. Time Source Destination Protocol Length | Info :I_
3891 69.665252000 127.0.0.1 127.8.8.1 LAPDm 81 I, N(R)=1, N(5)=8 (Fragment)
5 3895 69.7352056000 127.0.0.1 127.8.8.1 LAPDm 81 I, N(R)=1, N(5)=1(DTAP) (RR) GPRS Suspension Request
3896 69.9013076000 127.0.0.1 127.8.8.1 LAPDm 81 I, N(R)=2, N(5)=1(DTAP) (MM) Authentication Request
‘ 3905 69.970288000 127.0.0.1 127.8.8.1 LAPDm 81 5, func=RR, N(R)=2
E 3907 70.048271000 127.0.0.1 127.8.8.1 LAPDm 81 I, N(R)=0, N(5)=8
3910 70.118248000 127.0.0.1 127.8.8.1 LAPDm 81 U, func=UI(DTAP) (RR) Measurement Report
= 3911 70.136272000 127.0.0.1 127.8.8.1 LAPDm 81 U, func=UI
= 3914 70.205219000 127.0.0.1 127.8.8.1 LAPDm 81 I, N(R)=2, N(5)=2(DTAP) (MM) Authentication Response
- .0.0.1 .0.0.1 N(R)=3, N(S)=2(DTAP) (RR) Ciphering Mode Command ]
4076 74.114093000 127.0.0.1 127.8.8.1 GSMTAP 81 (CCCH) (RR) Paging Reguest Type 1
—— 4077 74.147044000 127.0.0.1 127.8.8.1 GSMTAP 81 (CCCH) (RR) System Information Type 1 -
e — | 5
b Frame 3934: 81 bytes on wire (648 bits), 81 bytes captured (648 bits) on interface @ [=]
& b Ethernet II, Src: 00:00:00 00:00:00 (00:00:00:00:00:00), Dst: P0:00:00 00:00:00 (PO:00:00:00:00:00)
" b Internet Protocol Version 4, Src: 127.0.0.1 (127.0.0.1), Dst: 127.0.0.1 (127.0.0.1)
‘/ b User Datagram Protocol, Src Port: 45898 (45098), Dst Port: gsmtap (4729)
& b GSM TAP Header, ARFCN: 101 (Downlink), TS: 1, Channel: SDCCH/8 (@)
> | Link Access Procedure, Channel Dm (LAPDm)
o ~ GSM A-I/F DTAP - Ciphering Mode Command
b Protocol Discriminator: Radio Resources Management messages
DTAP Radio Resources Management Message Type: Ciphering Mode Command (8x35)
~ Cipher Mode Setting
...1 = 5C: Start ciphering (1) =
808. = Algorithm identifier: Cipher with algorithm A5/1 (@)
G S &
[Emeose 2f ff o6 1f f6 53 es oo 00 o9 03 64 od 06 35 (] /....S.. ...d..5} B
8648 2b 2b 2b 2b 2b 2b 2b 2b 2b 2Zb 2b 2b 2b 2b 2b 2b -+ HHHH
8058 2b +

_

4

...network replied only A5/1 is available.



GSM security analysis 1n 2012

Capturing from lo (loopback) [Wireshark 1.7.2 (SVN Rev 42553 from /trunk]]

File Edit View Go Capture # e Statistics Telephony Tools Internals Help
@ & 2 Q¢ 3F 4L BB vl d#@MEX O
Filter: |gsmtap | 3 | Expression... Clear Shrani
No. Time Source Destination Protocol Length Info
3773 22:26:20.514226000 127.0.0.1 127.0.0.1 GSMTAP 81 (CCCH) (RR) Immediate Assignment
3774 22:26:20.541699000 127.0.0.1 127.0.0.1 GSMTAP 81 (CCCH) (RR) Paging Request Type 1
3775 22:26:20.578433000 127.0.0.1 127.0.0.1 LAPDm 81 U, func=UI
3778 22:26:20.647704000 127.0.0.1 127.0.0.1 LAPDm 81 U P, func=SABM(DTAP) (MM) CM Service Reguest
3779 22:26:20.813785000 127.0.0.1 127.0.0.1 LAPDm 81 U F, func=UA(DTAP) (MM) CM Serwvice Reqguest
3782 22:26:20.884139000 127.0.0.1 127.0.0.1 LAPDm 81 U, func=uUI
3783 22:26:20.887652000 127.0.0.1 127.0.0.1 LAPDm 81 U, func=UI(DTAP) (RR) System Information Type 5
3786 22:26:20.956903000 127.0.0.1 127.0.0.1 LAPDm 81 U, func=UI(DTAP) (RR) Measurement Report
3787 22:26:21.049291000 127.0.0.1 127.0.0.1 LAPDm 81 I, N(R)=0, N(S)=0(DTAP) (RR) Ciphering Mode Command
3790 22:26:21.118537000 127.0.0.1 127.0.0.1 LAFDm 81 S, func=RR, N(R)=1
3791 222621 28AR2A000 127 001 127 0. 0.1 | func=1IT

L APTm 21

» Internet Protocol Version 4, Src: 127.0.0.1 (127.0.0.1), Dst: 127.0.0.1 (127.0.0.1)
* User Datagram Protocol, Src Port: 58444 (58444), Dst Port: gsmtap (4729)
B GSM TAP Header, ARFCN: 22 (Downlink), TS: 0, Channel: SDCCH/& (5)
® Link Access Procedure, Channel Dm (LAPDm)
¥ GSM A-I/F DTAP - Ciphering Mode Command

* Protocol Discriminator: Radio Resources Management messages

DTAP Radio Resources Management Message Type: Ciphering Mode Command (0x35)
¥ Cipher Mode Setting

= SC: No ciphering (0)
¥ Cipher Mode Response

.1 .... = CR: IMEISV shall be included (1)
0010 00 43 4f b1 40 00 40 11 ec f6 7f 00 00 01 7f 00 fo.@e.@. ........
0020 00 01 e4 4c 12 79 00 2f fe 42 02 04 01 00 00 20 -..Luy./ Bo.L.
0030 321 ff 00 19 7f 4b 08 00 05 00 03 00 Od 06 35 n@ L SI
0040 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b FHEdbEEd bR
0050 2b +

In one network it was possible to switch off the encryption
completely...



GSM encryption

Encryption key Ki is stored on a SIM card and in HLR
reqgistry. Session key Kc derives from Ki, and is used to
encryption of SMS and voice conversation.

)
[

RAND

128-bit

y /
/ y
7 A
// y
/ /
N Y
J Op:
{~s
\ z
2
“

ALR: K+ RAND @ A3 = SRES  g|M card: Ki + RAND @ A3 =
SRES




3- On both sides Kc is created (with use
of A8 algorithm):

Ki + RAND @ A8 = Kc

M&;ﬂ )

~ GSM R
4_ " network \/ H encrypted data

If SRES is the same on both sides,
network and mobile phone have
both the same Kc. That means

session key is "exchanged” without

being transfered through the
network. Encryption is now being
done with Kc + A5/x. “Over the air”
are transferred only encrypted data.
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CONTENT OF DATA BURST IN GSM
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Random padding vs. non-random padding

Sub-Slot: ©

- Link Access Procedure, Channel Dm (LAPDm)

b Address Field: @xed
b Control field: U F, func=UA (8x73)
b Length Field: @xe1l

Uy ©Ug Ul DO 0d IZ 79 U9 21 1 32 U2 oF Ul Ul U g ..... Yol «Buaaas F
0830 ba 88 88 17 4d 35 08 88 00 88 LEENEN 2b 2b 2b N L T H"‘H
B848, 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2Zb FHHH AR RS
BE58 " 2h

| +

~ GSM A-I/F DTAP - Identity Request
P Protocol Discriminator: Mobility Management messages
Ba.. .... = Seguence number: @
..01 1880 = DTAP Mobility Management Message Type: Identity Request (0x18)
geee ... Spare bit(s): @
b Identity Type
I OO0 OO0 IZ J9 uU ZT 18 47 uZ o Ul Ul vy o ..... Y./ .B..... T

030 bd 00 00 17 4c 9c 08 00 00 00 03 54 0d ERRERCE N T!
040 92 da ¢9 32 8d 59 71 d1 8e ce 4e 6e 35 dd 65 25 ...2.Yg. .. Nn5.e%

0050 “bd ]




We start sending silent SMS'es to a mobile number. During
this we observe which TMSI number is receiving
(encrypted) data.

()

TMSI

GSM
network (<8 Mobile phone user
~’  does not detect

reception of silent

SMS.




C nesizrk \/,' encrypted data '

A3 ||16 ||BE||AF||C3|IDO||42]|j90j1CjC8]|C8 | C3

29 =
CONTENT OF DATA BURST IN GSM :> |_‘;
=

72 || FE||BC||10]|| 74 || 70 || C4

Kraken

« From the “air” we passively capture encrypted data packets.

 With the help of quessing the contents of the GSM burst
(quessing the padding bits) we calculate “one-time” encryption

key.
O
« We use cryptanalysis to reconstruct session key Kc. %)}

 |In the process we need no access to the SIM card, mobile
phone or mobile network! C




Cryptanalysis 1n practice

Using prediction & { "methot "offset”, "args": { "offset": 5, "prediction”: "03620d8518032b2b2b2b2b2b]
: 3}, "seek mode": "normal"}
Using file crack/bursts_20120431 1431 112 345289 49.dat

Start of cipher is at frame 345394
/home fosmocomfosmocom-bb/srcfhostflayer23/src/misc/prediction_methods foffset.py:11: FutureWarning: The §
uture versions. Use specific 'len(elem)' or 'elem is not None' test instead.

if not cframe:
.fgsmcrack.py:608: FutureWarning: The behavior of this method will change in future versions. Use specif 4) 17:06 2 offlinehacker 4
st instead.

if (not prediction_data) or (not frame):
Cracking ul: ® frame 345481 with prediction, ©3620d@518832b2b2b2b2b2b2b2b2b2b2b2b2b2b2b2b2b
Using burst 1
Running kraken for keystream 000000101010011101000111001000101000011000101001111111111010010011100100001 =
ACUsing iburst' @
Running kraken for keystream 110000011811000011160100001011010611101601011010011001160116100001611611111:
crack 1d &t U B

0 0bb45a7386f7fd3e @ ation Type 6
ult for crack: © b85daa40e9fesefy 17 eport

“Chraben was “Ucchfull
Trying to find Kc for burst 1
Trying to find kc for key @bb45a7388f7fd3e, offset @, framecountl 532624, framecount2
11001000101000011000101001111111111010010011100160001111011161101161100111001160000108001111

537 alA (RP) RP-DATA (Network to

ation Type 5

Kc was found eport =
Key crack/bursts 20120431 1431 112 345289 49.dat for capture il e found with O
rule @ in ® rounds [<]
('crack/bursts_20120431_1431_112_345289 49.dat', 'cd170¢ 1. 0, 0)
H S (git::sniffer)
. = TP-MMS: No more messages are waiting for the MS in this sC
...... 00 = TP-MTL: SMS-DELIVER (©)
b TP-Originating-Address - (1919) b
b TP-PID: ©
b TP-DCS: ©
b TP-Service-Centre-Time-Stamp
TP-User-Data-Length: (81) depends on Data-Coding-Scheme
SMS text: Najdi.si SMS (od 04€ ): test\n(Mobitelova mobilna stran http://m.mobitel.si ) =
016 B4 81 91 91 ©U U0 ot o v 91 8U CE DO =
po20 (X =
Frame (81 bytes) Reassembled LAPDm (101 bytes)l
Gl The text of the SMS (gsm_sms... | Packets: 2892 Displayed: 256 Marked: 0 | Profile: Default -



Mobile identity spoofing

For mobile identity spoofing we need:

e IMSI number (can get it via SS7 lookup),

e« TMSI number (capture it from the network),

e session key (we crack it),

« key sequence number (capture it from the network).

In networks with A5/0 we need only TMSI and key
sequence number — no cryptanalysis needed!

-~

matej@cryptopia: ~
matej@cryptopia: ~ ® matej@cryptopia: ~

of spoofed mobile X :
L " o o S— Two SMS messages sent by spoofed

mobile identity.




IMSI Catchers

Basically, they are fake base stations

Alibaba.com Sourcing Solutions

Services & ip Help & C¢
Global trade starts here.
Categories Products ~ What are you looking for [¢ 2 Search
Home > Products > Telecommunications > Communication Equipment > Other Telecommunications Products (103492) Subscribe to Trade Alert

IMSI catcher

® ROHDE&SOHWARZ _ cuw o0 - wosawwD ADIOconNATION TESTER s

FOB Reference Price:Get Latest Price

LIEC

Us $1,800 t 1 Unit/Units (M

[ Contact Supplier

\7 Add to My Cart

CCC
888

clg

Payment: This supplier also supports Western Union payments for offline
orders.

Zoom

View larger image



First, they false introduce themselves as leqitimate base
station.

Then they report false Location Area code to the nearby
mobile phones.

Now mobile phones are contact IMSI Catcher (Location
Update), but with their TMSI number.

IMSI Catcher now false claims that mobile phone’s TMSI
has expired and requestts re-authentication.

Mobile phone now reports IMSI and IMElI number to IMSI
Catcher.

IMSI Catcher now says it cannot accept a mobile phone
(Location Update Reject), and redirects mobile phone back
to the original operator.

Or not...



IMSI Catchers - can we detect them?

I ————
AW I @MRE QK >V A=< 5 80w

N e212.imsi EED -| Expression... +
No. Time Source Destination Protocol Length Info

24.. 56.627398.. 127.0.0.1 127.0.0.1 GSMTAP 81 (CCCH) (RR) Paging Request Type 1

34.. 81.125671.. 127.0.0.1 127.0.0.1 GSMTAP

81 (CCCH) (RR) Paging Request Type 1

» User Datagram Protocol, Src Port: 57272, Dst Port: 4729
» GSM TAP Header, ARFCN: 0@ (Downlink), TS: ®, Channel: CCCH (5)
v GSM CCCH - Paging Request Type 1

» L2 Pseudo Length

» .... 0110 = Protocol discriminator: Radio Resources Management messages (0x6)
Message Type: Paging Request Type 1
» Page Mode

» Channel Needed

v Mobile Identity - Mobile Identity 1 - ImsI (i ENEGEGND

Length: 8
0010 .... = Identity Digit 1: 2

.. Odd/even indication: 0dd number of identity digits
.001 = Mobile Identity Type: IMSI (1)

[
Il

Mobile Country Code (MCC): Slovenia (293)

Mobile Network Code (MNC): SI Mobil (40)
» P1 Rest Octets

00 43 70 31 40 00 40 11 cc 76 7T 00 0O @1 7T 0O

0030 J
0040 2b 2b

2b

© 7 International mobile subscriber identity(IMSI) (e212.imsi), 8 bytes Packets: 4196 - Displayed: 2 (0.0%) - Load time: 0:0.83 - Profile: Default



IMSI| Catcher can:
e reveal the exact location of a3 mobile phone,

« offer mobile phone a network connectivity and perform
MITM attack,

e start calls and send SMS messages past the network.

Please notice that,

Trojan is running on
this phone. Take this
chance.

You have applied to
get your login
password, verification
code: 488056. Please
input the code within

minutes. Our staff

won't ask your code,

please don't disclose
it. [Alipay]

You have applied to
change your password,
verification code: 642465

PSR RBNES

2465 LER AT R [An\(fgtt?mpl loudas'klhis
. e 3 verification code from
: 3 BHERGH W other is fraud, please
1 1 0EE)LBE AR do‘?;;rg{sccrl\%s;‘%g] g v::u
i you
l"ﬂx‘ password, please call
— 95188. [Alipay]

®An Ty,
Chinese SMS SPAM messages. Ukraine — message to protestors.




IMSI| Catcher can also:
e isolate mobile phone from his network,

e disable the phone so it needs to be rebooted or empty his
battery,

« performs a silent call, which opens the microphone and
changes mobile phone to an eavesropping device,

e installs malware via baseband attack.

Sleittall uints : UNITED STATES DISTRICT COURT
Mode lF!EDortedUDLkaeve‘ - SOUTHERN DISTRICT OF NEW YORK
it Reported Down Link Level ] T e X
Clear channel 105G [ | 73dBm
Real netonic LA B i IN THE MATTER OF AN APPLICATION OF
obile T power: | 0 dBm Up Link Freq: | 1942.E MHz
o THE UNITED STATES OF AMERICA FOR
Silent call in progress AUTHORIZATIDN TO CONTINUE TO H
T . INTERCEPT ORAL COMMUNICATIONS APPLICATION FOR AN
OCCURRING AT (i) THE SEATING AREA : ORDER AUTHORIZING THE
" INSIDE BRUNELLO TRATTORIA, 227 EAST INTERCEPTION OF ORAL
0 ' ‘ ' ' ' MAIN STREET, NEW ROCHELLE, NEW YORK : COMMUNICATIONS
™ 10801; {(ii) THE SEATING AREA INSIDE
& an ] MARIO'S RESTAURANT, 2342 ARTHUR
2 g AVENUE, BRONX, NEW YORK 10458;
:b‘ m {iii) THE SEATING AREA INSIDE
# 7o AGOSTINO'S RESTAURANT, 365 BOSTON
POST ROAD, NEW ROCHELLE, NEW YCRK
e e 10801; AND (iv) THE SEATING AREA
] & 10 15 z0 25 20 3‘5 4‘0 4‘6 a0 a5 6o INSIDE THE MARINA RESTALTRANT; WRIGHT
Time, Seconds TET ANMTY MADTAA 206N MRAVWFE AVENITE . NRW




Signalling System #7 is a protocol for exchanging data
among telephone operators.

SS7 enables access to Home Location Register, Visitor
Location Register and Mobile Switching Center...

Since the authentication in SS7 is flawed, SS7 could bring
us some fun...

Example: CAMEL (Customised Applications for Mobile
networks Enhanced Logic) protocol abuse.

« User is roaming in some foreign network.

o User’s local HLR tells roaming network’s VLR that every time
user wants to make a call, MSC should contact gsmSCF (GSM
Service Control Function) in home network and ask what to do
with a call.

o If user is calling “local number”, gsmSCF rewrites number to
international format (+386...) and tells MSC to continue with
the new number.



Example: i1ntercepting outgoling calls

+386 1 uzBuoe&




An attacker pretends that a subscriber is in his

"network” by sending the updatelLocsation with his
Global Title to the subscriber’s HLR.

All calls and SMS messages for that subscriber are
now routed to the attacker.

Now a victim logs into her/his bank account, and
since s/he is using two-factor authentication,
her/his bank sends SMS to her/his number with
MTAN access code...






Protection

Z{;‘Q




2VO0NA
KARTICA

L] L

T et iy | 11111 =5

® &G

= .l @ 22:49

== 1469 Mate
= (469) MOBILE | -',J!;.L.',.',;__F

P—

100:19

SECURE CONNECTED

Matej
pewriter WC59EQIAAAYPAAKQDbHfvgINAAef

ENH/0ICoXKRf|6XTteR4tuMIAQ

toqKABYeH)e/
N92ABHMEUCIQCKzfTVz8zSW

.
X ]
S o

Test 2G only.

End call | 4 Dela

stormy aftermath Type message send &

60/60 (1) @

= (]

The main approach is to use data transfer and encryption
on an application level.




Fle Edit Wiew Go Capture Analyze Statistics Help

SGrRcuw Re-+FE EEacoaR @EEH-
—— L . N
Q & :Ej & % & = @ ﬁ @ .< @ Potisti | ¢ Uporabi

B e

Filter: + | Expression...
No. Time Source Destination Length Protocol Info e e S1p: . fla212.1] =
T il - : g
20: Jest: INVITE sip:015805373@212.1 , with| l
. us: FyLn
20:10:32.667 Detected 2 VoIP Calls. Selected 1 Call Y .g L
20:18:32.669| . N e
Start Time v Stop Time Initial Speaker | From To Protoca  Packets  State Comments dest: ACK s1p:015805S373@212.1 -

wozsase 216082 | ss3a011y QDD <sivos QRS- » 7 compLer e o o iiest: INVITE sip:O158053736212.1 4 . with
iAo bed Kovacict s . = 52 tus: 100 Trying

52 tus: 180 Ringing

[ s Bl cdp. ] 12 9
52 [ S

tus: 200 OK

tus: 487 Request Cancelled

dest: ACK s1p:015B05373@212.1 -

20:10:39.671  102,384695 1
20:18:48.173
20:10:41.175
10 20:10:42.669
11 20:10:42.671 — S ——
12 20:10:43.179 52
13 20:10:47.665

F D 0
.pcap - VoIP - RTP Player

1
2
3
4
5 20:10:33.454 OM" question AAAA cr
6
7
8
9

14 20:10:47.667. 258 %s s 28s 2s s Hs 2s
15 20:10:50.715 & [From 172.16.0.116:5062 to (P Ouration:64,04 Drop by Jitter Buff:0(0,0%) Outof Seq: 0(0,0%) WrongTim
: : . b | )
16 20:10:50.777 712.1 )
17 20:10:52.669
18 20:10:52.670 Prepan | —#iiw- - - . e e

encrypted_srtp_audio

> Frame 1: 44 bytes wwwrrc ooz vra

» Linux cooked caFture e o o = |_I - 0 |_| |_|
> Address Resolution Protocol (reques | g rrom (Y o 172.16.0.116:5062 Duration:6{=| b W) » ® = o o ]
Pler k| 4w 36-24-120 S| -36-24-12 0
- W T e BiE Y- 0w 80| o (| & 28| 2|L,
View a¢ -
I Q " 5| ALSA | 2 | 49 | default 2| A default 2| 2 (stereo)v | 2
9900 ©0 00 8O ©1 60 86 B 18 84 1b| Jitter buffer[ms] 50 |2 [] UseRTP timestamp Decg
L2165 66 01 68 62 66 64 60 61 6 14 -3,0 -2,0 -1,0 'JKP 1,0 20 30 40 50 60 7,0 80 90 10,0 11,0 12,0 13,0 14,0 150 | %
pe20 ©0 01 00 60 00 @0 0O 00 ac 18 X|encrypted_ ¥ ] 1,0 Def...
Mono, 44100Hz
32-bitno plavajoce| 0,5-
O® File: "/home/mate;/ N  P:ckets: 9799 Displayed: 9799 Mark... - Prol [ Utifaj | Selo
- + | 0,0~
o
L D [-05-
o
o -1,0
pEkyenes Zatetek izbora: @® Konec () Dolzina  PoloZaj zvoka:

projekta (Hz):
44100 | = Skofina.. [ | 0D0u0O0mO00.000s¥Y 00u0OmMOO0.000sY 00uDOmMOD.000sY



There are several applications for encrypted mobile
communications.

However, Signal app by Whisper Systems seems to be the
best. On a technical level it has:

e strong encryption algorithms,
» perferct forward secrecy and future secrecy,
detection of MITM attacks,

»end-to-end« encryption,

asynchronous communication,

encrypted storage of messages.

Technical solution prevents eavesdropping on a
communication link and by the operator.



Signal application

User level:
e e3sy 1o use,
« free of charge,

e source code is completely open,

e 3pplication has been security reviewed.

I am regularly impressed
with the thought and care put
into both the security and the

usability of this app. It's my first
choice for an encrypted
conversation.

— Bruce Schneier, internationally
renowned security technologist

APROJECT OF THE ELECTRONIC FRONTIER FOUNDATION
j SURVEILLANCE SELF-DEFENSE k

Tips, Tools and How-tos for Safer Online Communications

Want a security
starter pack?

Start from the beginning with a selection of simple
steps.

After reading the code, |
literally discovered a line of drool
running down my face. It's really

nice.

— Matt Green, Cryptographer, Johns
Hopkins University

Signal is the most scalable
encryption tool we have. Itis free
and peer reviewed. | encourage

people to use it everyday.

— Laura Poitras, Oscar winning
filmmaker and journalist



There are minimal traffic data logged.

Attachment A
Account Information
N
Last connection date: _Unix millis
I
Account created: _Unix millis

Signal could be further anonymized:

» by reqistering “unrelated phone number”,

e by using over Tor network,

e developers are building censorship circumvention into it.



Even NSA 1s »recommending« 1t! -]

TOP SECRET/COMINT//REL FVEY//20340601

Capabilities Development Risk
Matriv (1)

Impact
=

to production

Use
Risk

V

OTR, Tor,
Mail.ru, Smartphones,
TeamViewer, Zoho.com
webmail,
TrueCrypt

Fivewes,
Document Facebook
tracking chat
presentation

Tor+ Trilight
Zone + Cspace
+ ZRTP VolP
client on Linux

Current
Highest Priority
Target Use

Current
Operational
Target Use

Current Low
Priority/Previou
s Higher
Priority Target
Use

Technical
Thought Leader
Recommendati
ons,

Fvnari #atin

TOP SECRET//COMINT/REL FVEY//20340601

Things become "catastrophic" for the NSA at level five - when, for example, a subject
uses a combination of Tor, another anonymization service, the instant messaging system
CSpace and a system for Internet telephony (voice over IP) called ZRTP. This type of
combination results in a "near-total loss/lack of insight to target communications,
presence," the NSA document states. (Der Spiegel)



Open Whisper Systems developed cryptographic protocol
Signal in 2013.

Currently the protocol is being implemented in:

e Facebook Messenger (July 2015) - monthly about a billion
of users,

« WhatsApp (April 2016) — more than a billion of registered
users,

e Google Alo (September 2016) - since October 2016
Google Alo is default messenger on Pixel mobile phones,

e Viber (May 2015) - partly implemented - it has more
than 100 million of monthly active users.



Using of anonymisation network increases latency. So no
real time communication is possible!

However, Signal supports voice messages, which can be
sent over Tor network.

In group chat they can be used as fully anonymous push-
to-talk system.

There are also being developed solutions which enable
strong anoymity and solutions which does not need central
infrastructure. Examples:

* Ring is VoIP client which supports decentralized
communication, anoymous identities and peer-to-peer
discovery and connection.

 Briar is peer-to-peer encrypted messaging and forums
application, does not require internet access and does not
use cloud.



Information security and encryption of communications is
becoming widely adopted in last years.

Use of strong encryption is becoming simplified.

Average user does not need to be proactive to get security
(and security updates) - security is becoming a norm.

Companies are paying attention to implementing security
features, security testing, etc.

Legislation requires implementation of security practices.

Yes, there are still some problems, especially on a
hardware level. But problems are being discussed and
solutions sought.

Eavesdropping is becoming harder and more expensive.

Anoymity: how to reveal your real target???



Questions?
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